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IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF ILLINOIS 

EASTERN DIVISION 
 
 
 

 
In re VTech Data Breach Litigation 
 
 
 
 
This document relates to all actions 

Master Case No. 15-cv-10889 

 
Consolidated Case Nos. 15-cv-10889, 15-cv-
10891, 15-cv-11280, 15-cv-11620, 15-cv-
11885 
 
 
The Honorable Manish S. Shah 

 
 
 

SECOND CONSOLIDATED AMENDED COMPLAINT 
 

Plaintiffs Herber Bran, Sharon Dashnau, Sean Foyle, Fredy Giron, Mari Hawkins, 

Dominique Reese, Ken Tittle, and Courtney VanWormer (the “Plaintiffs”) bring this action on 

behalf of themselves and the classes described herein against defendant VTech Electronics North 

America, LLC (“Defendant” or “VTech”) for its wrongful acts and omissions, including its 

failure to maintain basic security measures despite marketing to the contrary and consumers’ 

reasonable expectation that VTech’s products would be secure. 

FACTUAL ALLEGATIONS 

1. This case concerns VTech’s failure to secure the sensitive personal information of 

millions of customers and users of VTech’s digital learning toys—including the names, 

photographs, and physical addresses of millions of minor children—in contravention of VTech’s 

express promises and obligations to keep the information secure. As a result, Plaintiffs and the 

other members of the proposed classes in this case have had their sensitive information and 

privacy compromised, have lost access to services for which they paid, and overpaid for VTech 

products that did not contain reasonably expected (and advertised) security and protections.  
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2. VTech is the leading manufacturer and distributor of digital learning toys for 

preschool and grade school children. VTech’s learning toys include tablets, smartwatches, and 

multi-functional handheld touch learning systems. 

3. The functionality of certain of VTech’s toys relies in significant part on an online 

application store, known as the “Learning Lodge,” where users can access product features and 

download content such as educational games (“Learning Lodge Products”). VTech’s “InnoTab” 

line of products can access the Learning Lodge and also an online system called “Kid Connect,” 

which allows parents (using non-VTech smartphones) and children (using an “InnoTab”) to 

communicate (the “Kid Connect Products,” together with the Learning Lodge Products, the 

“VTech Products”). Collectively, Learning Lodge and Kid Connect services are referred to 

collectively as the “Online Services.” 

4. On or about November 14, 2015, a hacker infiltrated VTech’s computer systems, 

accessing and downloading the sensitive, non-public personally identifiable information (“PII”) 

of more than ten million parents, guardians, and minor children (“VTech Customers” or 

“Customers”) provided in connection with the Online Services (the “Data Breach”). Among the 

PII taken in the Data Breach were the names, photographs, birthdates, and physical addresses of 

minors. At the time, the Data Breach was the fourth-largest known consumer data breach and the 

largest involving information about minors. 

5. The Data Breach exposed VTech’s failure to take reasonable steps to secure the 

PII, which was directly contrary to its express promises to make “kid safe” devices and to secure 

PII, as stated in its consumer contracts. Among other things, VTech’s consumer contracts 

specifically provided that: (1) VTech would use secure encryption; and (2) VTech would not 

store PII in a place where that PII could be accessed from the Internet. In fact, VTech did not use 

Case: 1:15-cv-10889 Document #: 94 Filed: 08/17/17 Page 2 of 75 PageID #:1051



 3

secure encryption, and the PII was accessible from the Internet: this is how the hacker was able 

to access and download it. VTech left its databases containing PII vulnerable to what is known as 

a Structured Query Language (“SQL”) “injection attack,” which exploits “the very first type of 

flaw that should be eliminated from any Web application.” 

6. Apparently recognizing that it did not keep the PII secure as promised, on 

November 29, 2015, VTech suspended access to its Online Services, and some of those services 

are still suspended to this day.1 

A. Parents care about children’s privacy.  

7. Children’s online privacy is a paramount concern for parents. 81% of all parents 

surveyed by the Pew Internet Research Center stated that they were concerned about how “much 

information advertisers can learn about their child’s online behavior” and 72% of all parents had 

“concern regarding their children’s interactions with people they do not know.”2 

8. In another survey, “82% of American parents … said they believe it is their 

primary responsibility as parents or legal guardians to protect their child’s personal information 

on the Internet.”3 

9. And parents have heightened concerns in the educational technology market 

specifically. After two years of research, the Electronic Frontier Foundation found that 

                                                 
1  For example, following VTech’s suspension of Online Services, none of VTech’s 
Learning Lodge Products could access the Learning Lodge until January 23, 2016. 
2 Parents, Teens, and Online Privacy: Parents have a range of concerns about how their 
children’s online activities might affect their privacy and many have taken steps to monitor their 
children and encourage online safety, (Nov. 14, 2017), http://www.pewinternet.org/files/old-
media/Files/Reports/2012/PIP_ParentsTeensAndPrivacy.pdf.  
3 Parents Concerned About Kids’ Privacy But Still Post Pictures and Help Kids Register 
for Websites | TrustArc, http://www.trustarc.com/blog/2015/04/01/parents-concerned-
kids%E2%80%99-privacy-still-post-pictures-help-kids-register-websites/ (last visited Aug. 10, 
2017).  
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“educational technology services often collect far more information on kids than is necessary and 

store this information indefinitely.”4 And when the EFF surveyed parents and children regarding 

educational technology, they found that they had “serious data concerns, particularly when 

devices and ed tech programs came home with students. Parents who responded to the survey 

were particularly concerned about personally identifiable information (PII) that could be used to 

identify a specific student, such as first/last name, birth date, student ID, graduation date, address, 

etc.”5  

10. Given the level of concern amongst parents, it’s no surprise that a niche industry 

has developed to deliver “kid safe” internet connectivity. In that niche, VTech is “a world leader 

of age-appropriate learning products. Since 1980, VTech has been developing high-quality, 

innovative educational products that enrich children’s development through fun and smart 

play.”6  

11. With the advent of computer and internet connected devices, VTech sought to 

convince parents that their products delivered this “kid safe” experience. In describing its 

proprietary web browser—which can be accessed directly through certain VTech Products—for 

instance, VTech states that “The InnoTab® MAX Web Browser gives your child a safe 

environment to explore the Internet by limiting the sites he or she is allowed to visit. … For 

                                                 
4  Spying on Students: School-Issued Devices and Student Privacy | Electronic Frontier 
Foundation, https://www.eff.org/wp/school-issued-devices-and-student-privacy (last visited 
Aug. 10, 2017). 
5  Id. 
6  About VTech Kids | Educational Learning Toys, 
https://web.archive.org/web/20151009004714/http://www.vtechkids.com:80/about_vtech/ (last 
visited Aug. 10, 2017).  
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your convenience, VTech has selected several websites, videos and games with kid-safe 

content.”7  

12. “Kid-safe” “age appropriate” and “for kids” are all phrases used by VTech to 

convey that its computer and internet connected products offer a level of protection for children 

that competitors lack. In describing its “Kid Connect” service, VTech states that 

“Communication takes place over a kid-safe Wi-Fi connection…”8 

13. And, when several of its products were chosen for “Dr. Toy’s 100 Best Awards,” 

which recognizes “safe, affordable, educationally-oriented and stimulating toys and play 

products for children,” VTech issued a press release stating that Dr. Toy recognized “InnoTab 3S 

Plus lets kids learn, create and connect using a kid-safe Wi-Fi connection to the Internet. Now 

children can search VTech and parent-approved websites as well as communicate in real time 

with Premium VTech Kid Connect™ on their very own kids’ tablet.”9 

14. VTech’s campaign to convince parents that its products are kid-safe has been 

long-running. In 2012, VTech published a press release touting the InnoTab 2 tablet, stating:  

Built from the ground-up by experts with more than 30 years of experience in 
developing educational products designed for children, the new platform 
products put kids on the cutting edge of technology via multi-media learning 
devices that endlessly engage, entertain and educate. With hundreds of apps to 

                                                 
7  Electronic Learning Toys | Best Learning Toys | VTech America, 
https://www.vtechkids.com/tutorials/innotabmax/AddingandDeletingWebsites (last visited Aug. 
10, 2017) (emphasis added).  
8  VTech Kid Connect for iOS - Free download and software reviews - CNET 
Download.com, http://download.cnet.com/VTech-Kid-Connect/3000-12941_4-75975513.html 
(last visited Aug. 10, 2017) (emphasis added). 
9  Four VTech® Developmental Learning Products Recognized By Dr. Toy As Best 
Children’s Products Of, http://www.prnewswire.com/news-releases/four-vtech-developmental-
learning-products-recognized-by-dr-toy-as-best-childrens-products-of-2014-281762711.html 
(last visited Aug. 10, 2017) (emphasis added). 
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download at VTech’s Learning Lodge Navigator™, your child will have so much 
fun, they won’t realize they are learning.  
 
…  
 
The unique-to-its category InnoTab 2s offers secure W-Fi capabilities so 
parents are never more than a couple of clicks away from new educational games 
for their kids  
 
“For more than 30 years, VTech has been providing parents and their kids’[sic] 
with fun, educational toys that are on the forefront of technology,” said Tom 
McClure, Director of Marketing for VTech Electronics North America. “We are 
excited to continue this tradition by expanding our offerings in the learning toy 
aisle with MobiGo 2, InnoTab 2 and InnoTab 2s with secure Wi-Fi downloads – 
all built for little hands and big imaginations.”10 
 
15. VTech’s efforts to be known as a provider of secure children’s technology is 

companywide. When asked about baby-monitoring cameras, Brad Pittmon, the “director of 

product marketing for VTech” brushed off security concerns of VTech’s offerings: 

“It’s not the camera you should worry about with your security; it’s your home 
networking,” said Brad Pittmon, director of product marketing for VTech, another 
baby monitor maker. “Once a person accesses your camera, they can also access 
your PC, and get all kinds of personal information. The way to protect yourself is 
to ensure your wireless network at home is very secure.”11 
 
16. Another integral part of VTech’s campaign to gain credibility is the enlistment of 

bloggers through its “VTech blogging program.”12 For example, VTech’s bloggers tout “web 

                                                 
10 VTech® Announces New, High-Tech Toys: MobiGo® 2, InnoTab® 2 and Unique-to-its 
Category InnoTab® 2s, http://www.prnewswire.com/news-releases/vtech-announces-new-high-
tech-toys-mobigo-2-innotab-2-and-unique-to-its-category-innotab-2s-158577075.html (last 
visited Aug. 10, 2017) (emphasis added).    
11  How to Protect Yourself From the World’s Perviest Hackers, 
http://www.thedailybeast.com/how-to-protect-yourself-from-the-worlds-perviest-hackers (last 
visited Aug. 10, 2017). 
12  VTech’s blogging program consists of dozens of different blogs, including 
midwesternmoms.com, mommybunch.com, mommysfabulousfinds.com, kidsfunreviewed.com, 
and others. “VTech blogging program” - Google Search, 
https://www.google.com/search?pws=0&q=%22VTech+blogging+program%22&oq=%22VTec
h+blogging+program%22 (last visited Aug. 10, 2017); C.f. Blogging moms wooed by firms : 
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access for child-safe websites”13 “kid-specific tablet,” “kid-friendly tablet,” and “kid-safe 

browser;”14 and many other of VTech’s safe and secure buzzwords.   

17. In one blog post, the author summarized VTech’s long-time security credibility 

building marketing campaign: 

I get contacted frequently about websites, apps and computers that allow for 
communication with a pre approved list of people, thereby keeping kids safe 
from internet predators. I usually pass on these, not that computer safety isn’t a 
concern for me; it’s more the set up is complicated and the cost is high. There’s 
also the issue of teaching your kids how to be safe online, rather than putting them 
into a bubble of protection. 
 
But when I learned that VTech has a product for this, I was intrigued. VTech just 
understands kids and parents from my past experience. I knew that their product 
would make sense and have a price tag that is not astronomical or include a 
monthly fee. 
 
VTech has a learning tablet for kids called VTech Kid Connect. It’s an app 
meant to let the family communicate using the InnoTab 3S tablet, a tablet 
designed for kids, ages 3 through 9. 
 
What can you do with it? It allows kids to create their own voice messages, text 
messages, drawings, animated stickers, and photos to their parents’ smartphones. 
It’s exactly the kind of communications you’d want from your kids if they were 
able to contact you via a computer! If your kids have cousins or friends that are 
not nearby, they can communicate safely back and forth using two InnoTab 3S 
tablet. These tablets allow mutual communication like a real smart phone 
anywhere in the world, regardless of distance!15 
 

                                                 
Footnote continued from previous page 
Food giants provide lavish goodies. Parents provide the buzz. Is it ethical?, 
http://articles.latimes.com/2009/nov/15/business/fi-bloggers15/2/ (last visited Aug. 10, 2017) 
(“Companies hawking a variety of goods, from diamonds to digital cameras, have been eager to 
get parent bloggers to write posts that tout their products.”) 
13  VTech InnoTab 3 vs InnoTab 3S, http://www.techagekids.com/2013/07/vtech-innotab-3-
vs-innotab-3s.html (last visited Aug. 10, 2017). 
14  VTech brings teacher-endorsed Android games to its InnoTab Max tablet for kids, 
http://newatlas.com/vtech-innotab-max-android/32451/ (last visited Aug. 10, 2017). 
15  VTech Tablet for Kids : PragmaticMom, http://www.pragmaticmom.com/2013/12/vtech-
tablet-for-kids/ (last visited Aug. 10, 2017). 
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18. Similarly, VTech’s marketing shines through on even seemingly reputable 

reviews:  

Children, being the curious little monkeys they are, are keen to mimic their 
parents, but some activities, like texting, run the risk of exposing children to 
potential harm. Fear not, worried parents: VTech has created a safe zone for 
texting with its latest learning tablet, the InnoTab 3S.  
 
The device, which recently dropped in price to $80 from $100, has all the typical 
offerings that you would expect in a learning tablet, including a secure browser 
and apps that teach reading, math and science. 
 
But the feature that VTech is heavily promoting is Kid Connect, which helps 
parents and children stay in contact via texting. Using a Wi-Fi connection, the 
InnoTab can send a message to an app installed on a parent’s cellphone (the 
feature also works between two InnoTab 3S devices). The tablet does not have 
push notifications, so Kid Connect must be open to let users know when they 
have a message.16 
 
19. VTech’s final marketing prong is the utilization of purported “experts” and links 

to teachers to bolster its credibility. For instance, with its InnoTab MAX tablet, VTech marketed 

its “teacher-endorsed Android games.”17 And on its main website, www.vtechkids.com, VTech 

lauds its “Expert Panel” of six “Drs.,” ranging from “A leading expert in reading … with a 

Doctorate in Reading, Language Arts and Children’s Literature” to an associate professor at MIT, 

Dr. Eric Klopfer. 

20. In a 2012 post, VTech’s MIT expert stated that “while it’s increasingly common 

for parents to let their children use their grown-up tech toys, two of the biggest drawbacks of 

children playing with adult tablets are: a.) the potential for unsupervised web access and b.) 

                                                 
16  Review: VTech InnoTab 3S Learning Tablet - The New York Times, 
http://www.nytimes.com/2013/11/28/technology/personaltech/review-vtech-innotab-3s-learning-
tablet.html (last visited Aug. 10, 2017) (emphasis added).  
17  VTech brings teacher-endorsed Android games to its InnoTab Max tablet for kids, 
http://newatlas.com/vtech-innotab-max-android/32451/ (last visited Aug. 10, 2017). 
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content that isn’t really meant for young children.”18 VTech’s expert followed up that post with 

“Tablets – Been There,” where he distinguishes between “adult” tablets made for those who are 

“more responsible,” and “kid-friendly” devices (like VTech’s) that offer “closed, high quality, 

kid-friendly apps” and “safe Wi-Fi.”19 

21. But as the Data Breach demonstrated, VTech did not provide “safe Wi-Fi” and 

“kid-friendly apps.” Instead, it served customers with online services lacking the most basic of 

cybersecurity protections.  

 B. VTech’s Learning Lodge Products and Kid Connect Products. 

22. As indicated above, VTech designs, manufactures, and sells electronic learning 

and entertainment products for children (including preschoolers) that are built to use the 

Learning Lodge system. These “Learning Lodge Products” include the following products: 

Kidizoom Smartwatch; Kidizoom Smartwatch DX; InnoTab; InnoTab 2; InnoTab 2 Baby; 

InnoTab 3; InnoTab 3 Baby; Kidizoom Camera Connect; MobiGo Touch Learning System; 

MobiGo 2; Cody The Smart Cub; Cara The Smart Cub; Lil’ SmartTop; Tote & Go Laptop WEB; 

ABC Learning Classroom; KidiGo; Snuggle & Sleep Musical Sheep; Kidizoom Camera Connect; 

Kidizoom Connect; and InnoTV. 

23. Similarly, VTech sells products that access the Learning Lodge system directly—

i.e., on the VTech Product itself—or through the downloadable Learning Lodge Software and/or 

include access to Kid Connect, described more below. These “Kid Connect Products” include the 

InnoTab Max; InnoTab 3S; and InnoTab 2S.  
                                                 
18  Electronic Learning Toys | Best Learning Toys | VTech America, 
https://web.archive.org/web/20150905102715/http://www.vtechkids.com/parenting/article/%7B0
305B2A3-71A1-4784-8E40-7C6CBF3AA17E%7D (last visited Aug. 10, 2017) (showing the 
page as it appeared on Sept. 5, 2015, prior to the Data Breach). 
19 Id.  
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24. As described above, VTech knows that parents in the market for computer tablets 

for their children consider two things: (1) whether the tablet is able to connect to the internet and 

(2) whether the manufacturer provides a safe online experience for their child. And beyond its 

longtime marketing campaign, VTech makes prominent representations on the Kid Connect 

Products’ packaging to convince parents that its Kid Connect Products provide a safe internet 

expereince for children. 

25. As Figure 1 shows, VTech makes clear that when parents purchase a Kid Connect 

Products they are also buying access to VTech’s extended offerings through its online services, 

including access to “650+” connected applications. See Figure 1. As the Figure demonstrates, 

VTech reserves the vast majority of text on just the front of the packaging to its online services, 

noting that the tablet is “WiFi Certified” and that it is an Android device (i.e., built for apps and 

conectivity) by showing the green robot logo.  

 
 

 

 

 

 

 

 

 

 

 
 (Figure 1, showing representations of Online Services marked with red arrows.) 
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26. VTech notes that its 

worlds” and are “Educator-Supported.”

functionality that older devices provided

now available through a tablet with WiFi and the Android operating system (e.g., app support 

and internet connectivity). 

27. VTech’s representations continue on other 

 

 

 

 

 

 

 

 

 

 

 

 

 

 (Figure 2, showing representations of Online Services marked with red arrows.) 
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notes that its Kid Connect Products combine the “best of both learning 

Supported.” That is, its Kid Connect Products provide the same 

ionality that older devices provided (e.g., offline learning tools) plus the online services 

now available through a tablet with WiFi and the Android operating system (e.g., app support 

VTech’s representations continue on other parts of the packaging: 

, showing representations of Online Services marked with red arrows.) 

   *    * 

combine the “best of both learning 

provide the same 

plus the online services 

now available through a tablet with WiFi and the Android operating system (e.g., app support 

parts of the packaging:  

, showing representations of Online Services marked with red arrows.)  
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(Figure 3, showing representations of Online Services marked with red arrows. Note the “VTech 
Kid Connect App for iPhone and Android Smartphones” is a separate product intended for 
parents to children using the VTech tablet.)

12

, showing representations of Online Services marked with red arrows. Note the “VTech 
Connect App for iPhone and Android Smartphones” is a separate product intended for 

parents to children using the VTech tablet.) 

, showing representations of Online Services marked with red arrows. Note the “VTech 
Connect App for iPhone and Android Smartphones” is a separate product intended for 
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28. VTech continues the representations for its Online Services on an inside flap of 

the packaging and enlists “expert” support in an attempt to convince parents that VTech provides 

children with a safe online experience and that VTech can be trusted with children’s information: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
(Figure 4, showing representations of Online Services marked with red arrows.) 
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29. To be sure, VTech attempted to disclaim several of its on-box representations 

through footnotes, see Figure 5. But VTech never even purported to disclaim that the Online 

Services (that it so prominently marketed) (1) were separate and apart from the VTech product 

being purchased, (2) would not be built with industry-standard protections, or (3) could be 

terminated (and rendered useless) at VTech’s sole option and for any reason. Instead, VTech 

explicitly states that a one year subscription to VTech Kid Connect is included with the purchase 

of the tablet.  

 

 

 

 

 

 

 
(Figure 5.)   

30. Taken together, VTech’s on-box representations and its years-long marketing 

security credibility building marketing campaign demonstrate that buyers are purchasing a tablet 

that includes VTech’s Online Services and that VTech products purport to provide “kid safe” 

internet connectivity.  Indeed, products that do not connect to the Internet are significantly less 

expensive than those that do.  This is true even among VTech products. For example, in 2013 

VTech sold two versions of its InnoTab 3 product: the “3s,” which allowed for on-device internet 

access through WiFi and other online features, and the “3,” which did not include such 

connectivity. Unsurprisingly, the “3s” carried a suggested retail price that was 30% higher than 

the “3” ($100 v. $70). 
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31. VTech continues making representations that the Online Services are an integral 

(and even completely fundamental) feature of the tablets even once the purchaser opens the box. 

The Kid Connect Products user manual20 states for instance that to obtain the “free” apps 

advertised on the outside of the packing requires the purchaser to “register,” (page 1) and that the 

second, third, fourth, and fifth tasks out of five to use the tablet require access to the Online 

Services, (id.).   

32. For the Learning Lodge Products, VTech marketed access to the Learning Lodge 

as an integral feature directly on the product’s packaging. See Figure 6. Indeed, the Learning 

Lodge Products are useful, valuable, and priced at a premium in part due to their ability to access 

the Learning Lodge. And as explained in the previous section, VTech marketed all of its devices 

as being “kid safe” and secure, including the Learning Lodge. 

 

*    *    * 

 

 

 

 

  

 

 

 

 
                                                 
20  A true and accurate example of the current version of a Kid Connect user manual is 
attached hereto as Exhibit A. 
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(Figure 6, advertising the Learning Lodge and stating that “Online product registration is 
required to unlock all feature and access downloadable content.”)
 

33. And as Figure 6 shows, 

the Learning Lodge registration “wall.” In other words, VTech effectively required 

Customers provide VTech with PII, even if a Customer purchased only the physical device and 

physical cartridges. 

34. The Learning Lodge serves as a portal through

and download software for use with the Learning Lodge Products, such as learning programs or 

games. In VTech’s words: the Learning Lodge “is VTech’s easy

upon registration of “your child’s toy,

16

, advertising the Learning Lodge and stating that “Online product registration is 
required to unlock all feature and access downloadable content.”) 

shows, VTech maintained software and hardware updates b

the Learning Lodge registration “wall.” In other words, VTech effectively required 

PII, even if a Customer purchased only the physical device and 

The Learning Lodge serves as a portal through which consumers could purchase 

and download software for use with the Learning Lodge Products, such as learning programs or 

games. In VTech’s words: the Learning Lodge “is VTech’s easy-to-use download manager” that, 

upon registration of “your child’s toy,” consumers can use to “access a library of more than 350 

, advertising the Learning Lodge and stating that “Online product registration is 

VTech maintained software and hardware updates behind 

the Learning Lodge registration “wall.” In other words, VTech effectively required that all 

PII, even if a Customer purchased only the physical device and 

which consumers could purchase 

and download software for use with the Learning Lodge Products, such as learning programs or 

use download manager” that, 

onsumers can use to “access a library of more than 350 
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downloads including – Games – e-books – Music – Videos – Customization, and – Bonus 

Content.”21  

35. The Learning Lodge serves as the gateway to distribute and install updates for the 

operating system software of the Learning Lodge Products as well as updates to previously 

purchased and installed applications, including those that were purchased in the form of a 

physical cartridge. In fact, physical cartridges routinely require Customers to install updates from 

the Learning Lodge before the application contained on the cartridge will work. 

36. The Learning Lodge supports features of certain applications. For example, 

certain products upload usage metrics using the Learning Lodge for a given application “to track 

your child’s learning progress and see how they are improving.”22  

37. The functions of the Learning Lodge Products are diverse. The products range 

from cameras that encourage children to take pictures and upload them online (the Kidizoom 

Camera line of products), to digital tablets that provide an array of uses including interactive 

learning and video gaming (the InnoTab line of products), to multi-functional smartwatches that 

include cameras, educational software and motion sensors (the Kidizoom Smartwatch line of 

products), to stuffed animals marketed as interactive “learning companions” (Cara the Smart Cub; 

Cody the Smart Cub). 

38. It is not possible to actually use the software or the Online Services without 

having first purchased a VTech Product. If the Learning Lodge software is downloaded by 

someone who has not purchased a VTech Product and he or she attempts to access the Online 
                                                 
21 Welcome to the Learning Lodge Archived Website, 
https://web.archive.org/web/20150111003136/http://www.vtechda.com/downloadpage/index. 
html?, (Jan. 11, 2015) (archive of VTech website located at 
http://www.vtechda.com/downloadpage/index.html?) (last visited Feb. 22, 2016). 
22 Id. 
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Services or register for an account for the Online Services, VTech prevents them from 

continuing, stating that a “VTech® device not found. Please connect your VTech® device to the 

computer, turn the device on and try again.” As such, the Online Services are only available to 

people who paid for them as part of their VTech purchase.  

39. The Kid Connect Products support additional interactive features and uses, 

including and beyond the Learning Lodge. Those additional features are not available on lower-

priced models. In addition to providing access to the Learning Lodge, these tablets support the 

Kid Connect service. 

40. Kid Connect is an online communications platform through which parents and 

their children can communicate using Kid Connect Products and (non-VTech) cell phones (e.g., 

through the smartphone app referenced on the product’s packaging). The Kid Connect service is 

offered in two variations. The standard Kid Connect service operates through an application 

included with the purchase of a Kid Connect Product and enables the Kid Connect Product to 

send and receive text messages to and from cell phones or other Kid Connect Products. V-Tech 

also offers for an additional price of between $14.99 to $19.99, an app that enables the “Premium 

Kid Connect” service. In addition to the standard messaging function, the “Premium Kid 

Connect” service allows the Kid Connect Products to transmit photographs, “stickers,” voice 

messages, and access a group “bulletin board.”  

41. Both the included, standard Kid Connect service and its separate, premium 

version operate through the use of an app that captures data from the Kid Connect Product that 

then transmits (or receives) the captured data to the intended recipient via servers operated and 

controlled by VTech. To use any Kid Connect service, users must agree to any licensing and/or 

terms of services agreements required by VTech. Access to Kid Connect is the primary benefit 
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that users obtain by paying a premium for an InnoTab product rather than purchasing one of 

VTech’s less expensive products. And a year subscription is included with the purchase of a 

tablet.  

C. Parents and children provide a significant amount of personal information to VTech. 

42. To use the Online Services, Customers must register for online accounts and 

provide PII to VTech. In particular, Customers must provide their names, home addresses, email 

addresses, and passwords. VTech requires this information so that it can “identify the customer, 

market [its] content and track [customer] downloads.”23 Customers must also provide VTech 

with credit or debit card information to purchase VTech apps through its online services, and 

VTech requires Customers to provide this information upon registration.  

43. Once a parent has activated his or her account, a child then creates a profile of his 

or her own by providing VTech with his or her name, password, date of birth, gender, and 

photographs.  

44. VTech links information about parents with information about children in its 

databases. Thus, every child’s physical address is linked to his or her name and/or picture.  

45. Given the highly sensitive nature of the information VTech requires from its 

Customers, keeping this information secure and private is critical to ensure children’s safety.  

D. Customers paid VTech for, and reasonably expected, industry-standard data 
security, but VTech failed to deliver this security and a hacker thus accessed 
Customers’ sensitive personal information. 

46. When Customers purchase a VTech Product, they do not merely purchase a 

physical object (e.g., a tablet). Rather, VTech Customers purchase an indivisible bundle or 

                                                 
23 FAQ About Cyber Attack on Learning Lodge (Feb. 3, 2016), 
https://www.vtech.com/en/press_release/2016/faq-about-cyber-attack-on-vtech-learning-lodge/ 
(last accessed Feb. 23, 2016). 
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ecosystem of goods and services that comes with a guarantee and expectation of privacy and 

security.  

47. VTech Customers paid a premium in exchange for VTech’s promise to safeguard 

their PII using industry-standard data security practices.  

48. VTech specifically promised to protect the Customers’ PII. In VTech’s terms and 

conditions (the “Terms”)24, to which all of VTech’s Customers must affirmatively agree in order 

to use the VTech Products, VTech expressly promises to keep data secure, emphasizing that 

VTech will “protect [parents’ and children’s] privacy and personal information” and to “use[] 

reasonable precautions to keep [their] personal information secure.” Further, VTech’s Privacy 

Policy—which, at the time of the Data Breach, was incorporated into its Terms—explicitly and 

affirmatively promised its Customers that VTech would keep PII in a place inaccessible to the 

Internet: 

The security of your personal information is important to VTech, 
and VTech is committed to handling your information carefully. In 
most cases, if you submit your PII to VTech directly through the 
Web Services it will be transmitted encrypted to protect your 
privacy using HTTPS encryption technology. Any Registration 
Data submitted in conjunction with encrypted PII will also be 
transmitted encrypted. Further, VTech stores your PII and 
Registration Data in a database that is not accessible over the 
Internet.  

* * * 

[Unless otherwise stated in the Privacy Policy, a]ny information 
we collect from you about your children is treated and handled in 
the same manner as the information we collect about you.25 

                                                 
24  A copy of the Kid Connect and Learning Lodge terms “as they existed at the time of the 
data breach in November 2015,” (dkt. 62 at 5), are attached hereto as Exhibits B and C, 
respectively.  
25 VTech Privacy Policy § 5.1, Transmission and Storage of Your Information, a copy of 
the VTech Privacy Policy “as [it] existed at the time of the data breach in November 2015,” (dkt. 
62 at 5), is attached hereto as Exhibit D. (emphasis added). VTech altered its Privacy Policy after 
the Data Breach. Notably, the Privacy Policy no longer guarantees that the databases on which 
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49. VTech thus expressly promised to only transmit information in an encrypted 

format and to store PII somewhere it would not be accessible from the Internet. More broadly, 

VTech expressly and impliedly promised to keep Customers’ PII secure, and VTech assumed a 

duty to implement standard security practices. VTech, moreover, knew or should have known 

that consumers in the market for “kid-friendly” Internet-connected tablets expected such security 

whether or not VTech expressly promised it.  

50. What VTech promised was significantly more valuable than what it actually 

provided. Similarly, the market price for the product that VTech promised is substantially higher 

than the market price for the product it actually provided. Had VTech Customers known the truth 

about VTech’s inadequate data security systems (and that this inadequate security would 

ultimately mean that they could not access the Online Services on an extended basis and, in some 

cases, an on-going basis), they would have paid less for their purchased products or they would 

not have purchased them at all. Because of VTech’s failure to deliver what it promised, VTech 

Customers did not receive the benefit of their bargain when they purchased the Learning Lodge 

Products. 

1. The Data Breach compromised the personal data of 4.8 million adults and 
6.3 million children. 

51. On November 14, 2015, an unauthorized third-party hacked into VTech’s app-

store database, exposing over 11 million accounts, comprising 4.8 million adults and 6.3 million 

                                                 
Footnote continued from previous page 
the PII is housed are not accessible over the Internet. See 
https://www.vtechkids.com/privacy_policy (last visited Feb. 22, 2016). 
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related child profiles. Among the 6.3 million related child profiles, 1.2 million had enabled Kid 

Connect. VTech confirmed that an “unauthorized party accessed VTech customer data.”26  

52. In a statement released a few days later, VTech informed Customers that the 

information obtained by the unauthorized third-party included parents’ names, email addresses, 

secret questions and password retrieval answers.27 VTech revealed that the database also 

included information about children, including their names, genders, and birthdates, which are 

readily associated with parent information, children’s profile photos, Kid Connect messages, chat 

logs between children and their parents, and bulletin board postings.28  

53. On December 3, 2015, VTech disclosed the extent of the Data Breach on its 

website, stating that the following types of personal information had been compromised: 

 Parent account information, including name, email address, secret 

question and answer for password retrieval, IP address, mailing address, 

download history and encrypted password;  

 Child profiles including name, gender, and birthdate;  

 Encrypted Learning Lodge’s contents, including Kid Connect profile 

photos, undelivered Kid Connect messages, bulletin board postings, and 

Learning Lodge content (e-books, apps, games etc.); and 

                                                 
26  Data Breach on VTech Learning Lodge Archived Website, 
https://web.archive.org/web/20151202234412/http://www.vtech.com/en/press_release/2015/state
ment/ (Dec. 2, 2015) (archive of https://www.vtech.com/en/press_release/2015/statement/) (last 
visited Feb. 22, 2016). 
27  FAQ about Data Breach on VTech Learning Lodge Archived Website, 
https://web.archive.org/web/20151211023331/http://www.vtech.com/en/press_release/2015/state
ment/ (Dec. 11, 2015) (archive of https://www.vtech.com/en/press_release/2015/faq-about-data-
breach-on-vtech-learning-lodge/) (last visited Feb. 22, 2016). 
28  Id. 
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 Sales report logs.29 

54. The parent-child messages obtained in the breach included messages written by 

children which were intended to be non-public. The compromised database also contained audio 

recordings of conversations (i.e., between parents, trusted adults, and children), IP addresses and 

download histories, and Kid Connect contact lists. Further, because the Kid Connect contact lists 

link child accounts together, the data provides even more insight into VTech Customers’ 

personal lives. According to the hacker, “I can get a random Kid Connect account, look through 

the [data] dump, link them to their circle of friends, and the parent who registered at Learning 

Lodge.” Similarly, “I have the personal information of the parent and the profile pictures, emails, 

passwords, and nicknames . . . of everyone in their Kid Connect contacts list.”30  

2. VTech’s data security system was not what it was represented to be and was 
woefully inadequate. 

55. VTech’s databases were, in its own words, “not as secure as [they] should have 

been.”  

56. VTech’s data security was not consistent with its Terms and Privacy Policy, much 

less with industry standards. And its products did not provide “kid safe” internet connectivity. 

Major flaws in VTech’s security practices created an unreasonable risk that hackers could access 

VTech Customers’ PII without authorization.  

                                                 
29 Id. 
30 Lorenzo Franceschi-Bicchierai, Hacker Obtained Children's Headshots and Chatlogs 
From Toymaker VTech, Vice Motherboard (Nov. 30, 2015), 
http://motherboard.vice.com/read/hacker-obtained-childrens-headshots-and-chatlogs-from-
toymaker-vtech. 
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57. Because an unauthorized third-party was able to gain access to VTech’s database 

through its website, VTech’s statement that it “stores [Customers’] PII and Registration Data in a 

database that is not accessible over the Internet” is patently false.  

58. VTech’s claim that it would always use encryption to transmit Customers’ data 

was also false. More broadly, VTech’s system simply was not secure by any reasonable security 

standards. In a blog post discussing the data breach, for example, a security expert named Troy 

Hunt declared that VTech demonstrated a “total lack of care [] in securing [Customers’] data. It’s 

taken me not much more than a cursory review of publicly observable behaviours to identify 

serious shortcomings that not only appear as though they could be easily exploited, evidently 

have been.” Mr. Hunt explained that passwords could be cracked “in next to no time,” and that 

VTech failed to use even basic encryption to transmit information such as “passwords, parent’s 

details, and [PII] about kids[.]”31 Mr. Hunt clarified that because all data transmitted to or from 

VTech’s web pages—including passwords—is unprotected in transit, “you don’t even need a 

data breach” for the PII to be intercepted and accessed by unauthorized third parties.32 

59. Lorenzo Franceschi-Bicchierai—the journalist who initially broke the story about 

the VTech Data Breach—reported that VTech appeared to have “left thousands of pictures of 

parents and kids and a year’s worth of chat logs stored online in a way easily accessible to 

hackers.”33 

                                                 
31 Troy Hunt, When children are breached – inside the massive VTech hack, TroyHunt.com 
(Nov. 28, 2015), http://www.troyhunt.com/2015/11/when-children-are-breached-inside.html. 
32 Troy Hunt, No, VTech cannot simply absolve itself of security responsibility, 
TroyHunt.com (Feb. 9, 2016), http://www.troyhunt.com/2016/02/no-vtech-cannot-simply-
absolve-itself.html. 
33 Lorenzo Franceschi-Bicchierai, Hacker Obtained Children's Headshots and Chatlogs 
From Toymaker VTech, Vice Motherboard (Nov. 30, 2015), 
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60. Troy Hunt further explained that VTech’s website has been described as a 

“system[] from a bygone era,” such that there is “the distinct sense VTech’s assets were created a 

long time ago and then just . . . left there.”34  

61. VTech’s so-called data security practices were nothing more than a litany of 

elementary data security errors. Even the hacker commented: “Frankly, it makes me sick that I 

was able to get all this stuff. VTech should have the book thrown at them.”35  

3. VTech’s response to the breach was slow and inadequate. 

62. VTech failed to detect the unauthorized access to its database until it was 

contacted by Motherboard, a news organization investigating the story, on November 23, 2015. 

VTech responded to Motherboard on Thursday, November 26, confirming that “an unauthorized 

party accessed VTech customer data,” and that VTech was “not aware of this unauthorized 

access until [Motherboard] alerted [them].”36  

63. Although it had actual knowledge of the Data Breach, which affected its 

Customers uniformly, VTech waited four days to notify Customers of the Data Breach. On 

November 27, 2015, VTech announced the Data Breach by press release, but failed to disclose 

its severity (including, for example, the number of records that were accessed or the fact that the 

                                                 
Footnote continued from previous page 
http://motherboard.vice.com/read/hacker-obtained-childrens-headshots-and-chatlogs-from-
toymaker-vtech. 
34 Troy Hunt, When children are breached – inside the massive VTech hack, TroyHunt.com 
(Nov. 28, 2015), http://www.troyhunt.com/2015/11/when-children-are-breached-inside.html. 
35 Zack Whittaker, VTech hack gets worse: Chat logs, kids' photos taken in breach, 
ZDNet.com (Nov. 30, 2015), http://www.zdnet.com/article/vtech-hack-gets-worse-kids-photos-
chat-logs-also-stolen/. 
36 Hacked toymaker VTech admits breach actually hit 6.3 million children, Vice 
Motherboard (Dec. 1, 2015), http://motherboard.vice.com/read/hacked-toymaker-vtech-admits-
breach-actually-hit-63-million-children. 
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PII of minor children was compromised). The press release indicated that the Data Breach was 

limited to the Learning Lodge, but, in reality, it also extended to Kid Connect. Moreover, VTech 

failed to inform Customers that the Data Breach involved PII for more than 10 million VTech 

Customers, or that the PII included that of children. In this regard, VTech left their Customers in 

the dark about the scope of the Data Breach, how the Data Breach impacted Customers, and what 

steps VTech would take to remedy or mitigate the Data Breach.  

64. On November 30, 2015, VTech issued an updated press release on the Data 

Breach, but still failed to provide accurate information regarding the scope of the Data Breach 

and the type of PII that the unauthorized third-party had accessed, including that the Data Breach 

compromised children’s PII.  

65. VTech knew that the Data Breach compromised the PII of its Customers—both 

adults and children—and knew the scope of the Data Breach, as well as its own violation of the 

terms of the agreements it had with its Customers. However, VTech downplayed the significance 

of the Data Breach. Although VTech did not learn about the Data Breach until days after it 

happened, VTech nonetheless decided to wait an additional four days to notify VTech Customers. 

But even when VTech eventually notified customers of the Data Breach, it failed to adequately 

inform them about the true nature and scope of the PII that had been compromised. Security 

expert Alan Woodward explained the urgency of informing parents of the Data Breach, stating 

that VTech should be “alerting the parents as soon as possible, with particular emphasis on how 

their children might be approached using this type of data.”37 VTech, instead, took its time, thus 

increasing the risk of harm to the VTech Customers whose PII was compromised.  

                                                 
37  Joe Kleinman, Children's electronic toy maker Vtech hacked, BBC (Nov. 27, 2015), 
http://www.bbc.com/news/technology-34944140. 
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66. Furthermore, rather than work with parents to allow them to mitigate their 

damages and change their passwords quickly to avoid further incident, VTech unilaterally 

decided to suspend access to its Learning Lodge and Kid Connect services and 13 other affiliated 

websites. Not only did VTech’s actions prevent Customers from taking the necessary steps to 

avoid further injury caused by the Data Breach, they also prevented the Plaintiffs and class 

members from accessing products and services that they paid to use—demonstrating that an 

insecure product is in many ways worse than no product at all. 

67. Even now, and “despite [VTech’s] assurances that their system is now secure,” 

Troy Hunt writes that VTech “still [has] gaping holes that allow every kid to be matched with 

every parent.” “The flaws are fundamental,” and “there’s no simple fix.”38 

68. VTech updated its Terms in an attempt to place all risks associated with its 

substandard data security system squarely on its Customers and, in turn, to absolve itself of any 

responsibility to protect Customers’ PII. Under the subheading “Limitation of Liability,” VTech 

asked its Customers to “acknowledge and agree that any information you send or receive during 

your use of the site may not be secure and may be intercepted or later acquired by unauthorized 

parties.”39  

69. Because VTech has failed to take the necessary steps to upgrade its data security 

system to a level commensurate with that outlined in its Privacy Policy, the VTech Products 

purchased by VTech Customers remain less valuable than represented by VTech. 

                                                 
38 Cory Doctorow, Bad toy security led to massive toy maker hack that leaked data for 4.8 
million families, Boing Boing (Nov. 27, 2015), http://boingboing.net/2015/11/27/vtech-breach-
dumps-4-8m-famili.html. 
39 Troy Hunt, No, VTech cannot simply absolve itself of security responsibility, 
TroyHunt.com (Feb. 9, 2016), http://www.troyhunt.com/2016/02/no-vtech-cannot-simply-
absolve-itself.html. 
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70. VTech’s ongoing failure to adequately safeguard Customers’ PII and its refusal to 

accept responsibility for its conduct is even more egregious because the compromised data 

concerns children.  

71. No reasonable person would share his or her PII with a company without the 

expectation that the shared data be secure. Customers who shared their PII—and the PII of their 

children—expected that their data would be protected and not accessed by unauthorized third 

parties. Since the Data Breach, parents have expressed anger and frustration that their PII—and, 

more importantly, their children’s PII—has been compromised. As one parent stated, she “was 

surprised and shocked to see my data breached on a ‘child friendly’ website,” while another 

asked “[i]f you can’t trust a company like that, then who can you trust with your information?”40  

72. As a result of VTech’s conduct, Customers paid substantially more than they 

would have had they known that VTech’s outdated data security system left their PII vulnerable 

to access by unauthorized third-parties. Because consumers place significant value in data 

privacy and security, they are willing to pay higher prices for products that implement stringent 

security measures. Had VTech Customers known about VTech’s sub-standard security 

practices—including VTech’s non-conformance with its own representations—they would not 

have purchased the VTech Products or would have paid less for the items they did purchase.  

73. VTech’s derogation of its duty to adequately safeguard Customers’ PII allowed 

the Data Breach to occur. While VTech’s failure to implement reasonable security standards 

provided it with short-term, fleeting benefits in the form of costs savings, VTech Customers have 

had to foot the bill through overpriced and under-secured products. 

                                                 
40 Lorenzo Franceschi-Bicchierai, One of the Largest Hacks Yet Exposes Data on 
Thousands of Kids, Vice Motherboard (Nov. 27, 2015),http://motherboard.vice.com/read/one-of-
the-largest-hacks-yet-exposes-data-on-hundreds-of-thousands-of-kids. 
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PARTIES 

Plaintiff Herber Bran 

74. Plaintiff Herber Bran is a citizen of the Commonwealth of Massachusetts and a 

resident of Lawrence, Massachusetts. 

75. Mr. Bran purchased a VTech InnoTab Learning Tablet for his child in late 2014. 

Mr. Bran established accounts on both The Learning Lodge and Kid Connect for himself and his 

child pursuant to VTech’s instructions. VTech required Mr. Bran to share PII when he created 

those accounts. This PII was stored on VTech’s servers. Because of VTech’s express and implied 

representations, Mr. Bran reasonably believed that his PII and his child’s PII would be secure.  

76. When turned on, the InnoTab Learning Tablet was always connected to the 

Internet through Mr. Bran’s wireless network. Mr. Bran’s child used the InnoTab and shopped 

for and purchased applications offered for sale by the VTech. During that same time, Mr. Bran 

accessed and interacted with the VTech website by downloading and paying for applications 

offered for sale by VTech. 

77. Mr. Bran paid for VTech Products and services, which did not live up to VTech’s 

representations of security.  

78. As a result of VTech’s actions, Mr. Bran’s child was unable to use bargained-for 

services through the Learning Lodge, because VTech decided to unilaterally disrupt this service. 

79. Had Mr. Bran known of the security flaws in the VTech Products and services, he 

would not have purchased (or would have paid significantly less for) InnoTab and related VTech 

Products. 

Plaintiff Sharon Dashnau 

80. Plaintiff Sharon Dashnau is a citizen of the State of New York and a resident of 

Wurtsdoro, New York. 
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81. In or around November 2013, Ms. Dashnau purchased an InnoTab 3S for her 

child’s use. Ms. Dashnau established accounts on both The Learning Lodge and Kid Connect for 

herself and her child pursuant to VTech’s instructions. VTech required Ms. Dashnau to share PII 

when she created those accounts. This PII was stored on VTech’s servers. Because of VTech’s 

express and implied representations, Ms. Dashnau reasonably believed that her PII and her 

child’s PII would be secure.  

82. The InnoTab device connected to Ms. Dashnau’s wireless network to receive 

updates and use other functions (such as downloading apps).  

83. Ms. Dashnau became aware of the Data Breach when the Learning Lodge’s 

service was suspended, and her child was unable to use certain applications on the InnoTab 

device. 

84. Ms. Dashnau paid for VTech Products and services, which did not live up to 

VTech’s representations of security.  

85. As a result of VTech’s actions after the breach, Ms. Dashnau’s child was unable 

to use bargained-for services available through the Learning Lodge. 

86. Had Ms. Dashnau known of the security flaws in the VTech Products and services, 

she would not have purchased (or would have paid significantly less for) the InnoTab device and 

related VTech Products. 

Plaintiff Sean Foyle 

87. Plaintiff Sean Foyle is a citizen of the State of Illinois, and a resident of Chicago, 

Illinois. 

88. In January 2015, Mr. Foyle purchased a VTech InnoTab Max for his child’s use. 

Mr. Foyle established accounts on both The Learning Lodge and Kid Connect for himself and his 

child pursuant to VTech’s instructions. VTech required Mr. Foyle to share PII when he created 
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these accounts. This PII was stored on VTech’s servers. Because of VTech’s express and implied 

representations, Mr. Foyle reasonably believed that his PII and his child’s PII would be secure. 

89. When turned on, the InnoTab Max connected to the Internet through Mr. Foyle’s 

wireless network. Mr. Foyle became aware of the Data Breach from an e-mail sent to VTech 

Customers informing them of the breach. 

90. When Mr. Foyle received the e-mail informing him of the breach, he responded to 

VTech expressing his frustration with VTech’s outdated and insufficient security measures that 

would result in his and his child’s PII being compromised. 

91. After the Data Breach, Mr. Foyle’s child was unable to use certain features of the 

InnoTab Max because VTech shut down the Learning Lodge. On February 4, 2016, Mr. Foyle 

was informed that VTech had restored functionality to the Learning Lodge. 

92. Mr. Foyle paid for VTech Products and services which did not live up to VTech’s 

representations of security.  

93. As a result of VTech’s actions after the breach, Mr. Foyle’s child was unable to 

use bargained-for services available through the Learning Lodge. 

94. Had Mr. Foyle known of the security flaws in the VTech Products and services, 

he would not have purchased (or would have paid significantly less for) the InnoTab Max and 

related VTech Products. 

Plaintiff Fredy Giron 

95. Plaintiff Fredy Giron is a citizen of the State of Texas and a resident of Irving, 

Texas. 

96. In or around October 2015, Mr. Giron purchased a VTech Smartwatch DX. Mr. 

Giron established accounts (for himself and his child) on both The Learning Lodge and Kid 

Connect pursuant to VTech’s instructions. VTech required Mr. Giron to share PII when he 
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created those accounts. This PII was stored on VTech’s servers. Because of VTech’s express and 

implied representations, Mr. Giron reasonably believed that his PII and his child’s PII would be 

secure. 

97. Mr. Giron connected the VTech Smartwatch to his personal computer in order to 

receive updates and to use the watch’s other functions. During that same time, Mr. Giron 

accessed and interacted with the VTech website by downloading and paying for applications 

offered for sale by VTech. He provided his credit card information in order to complete these 

purchases. Mr. Giron became aware of the Data Breach when the VTech Smartwatch was unable 

to access Kid Connect and the Learning Lodge, and he was unable to update the Smartwatch’s 

firmware, upload photos, download apps (both free and those requiring payment by credit card), 

or monitor his child’s daily activity. 

98. Mr. Giron’s child was unable to upload photos or download updates because 

VTech unilaterally shut down the Learning Lodge after the Data Breach. 

99. Mr. Giron paid for VTech Products and services which did not live up to VTech’s 

representations of security.  

100. As a result of VTech’s actions after the breach, Mr. Giron’s child was unable to 

use bargained-for services available through the Learning Lodge. 

101. Had Mr. Giron known of the security flaws in the VTech Products and services, 

he would not have purchased (or would have paid significantly less for) the VTech Smartwatch 

and related VTech Products. 

Plaintiff Mari Hawkins 

102. Plaintiff Mari Hawkins is a citizen of the State of California and a resident of 

Ladera Ranch, California. 
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103. Ms. Hawkins purchased numerous VTech Products for her three children to use, 

including one InnoTab 3 in 2012, one InnoTab 3 Plus in 2013, and one InnoTab 3S in October 

2014. Ms. Hawkins also purchased two Kidizoom Cameras, one Kidizoom Smartwatch, two 

MobiGo Touch Learning Systems, two MobiGo 2 Systems, and a Kid Pro Camera. Ms. Hawkins 

established accounts on both The Learning Lodge and Kid Connect for herself and her children 

pursuant to VTech’s instructions. As a result of creating those accounts, Ms. Hawkins shared PII 

with VTech. This PII was stored on VTech’s servers. Because of VTech’s express and implied 

representations, Ms. Hawkins reasonably believed that her and her children’s PII would be 

secure. 

104. When turned on, the VTech Products were always connected to the Internet 

through Ms. Hawkins’ wireless network. Ms. Hawkins’s children used the devices and shopped 

for and purchased applications offered for sale by VTech. During that same time, Ms. Hawkins 

accessed and interacted with the VTech website by downloading and paying for applications 

offered for sale by VTech. 

105. Ms. Hawkins paid for VTech Products and services which did not live up to 

VTech’s representations of security.  

106. As a result of VTech’s actions after the breach, Ms. Hawkins’ children were 

unable to use bargained-for services through the Learning Lodge, because VTech decided to 

unilaterally disrupt service. 

107. Had Ms. Hawkins known of the security flaws in the VTech Products and services, 

she would not have purchased (or would have paid significantly less for) the VTech Products and 

related VTech Products. 
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Plaintiff Dominique Reese 

108. Plaintiff Dominique Reese is a citizen of the State of Georgia and a resident of 

Newnan, Georgia. 

109. Ms. Reese purchased an InnoTab 3S in or around December 2013, an InnoTab 

Max in or around December 2014, and another InnoTab Max in or around November 2015, 

along with several cartridges and applications for those products. Ms. Reese established accounts 

on both The Learning Lodge and Kid Connect for herself and her children pursuant to the 

VTech’s instructions. VTech required Ms. Reese to share PII when she created those accounts. 

This PII was stored on VTech’s servers. Because of VTech’s express and implied representations, 

Ms. Reese reasonably believed that her PII and her children’s PII would be secure.  

110. When turned on, the InnoTab 3S and InnoTab Max were always connected to the 

Internet through Ms. Reese’s wireless network. Ms. Reese accessed and interacted with the 

VTech website by downloading and paying for applications offered for sale by VTech. 

111. Ms. Reese called VTech’s customer service number when she became aware of 

the breach on or about November 29, 2015, and sent an e-mail to VTech on or about December 

16, 2015, regarding her frustration with VTech and the breach that compromised her and her 

children’s PII. 

112. Ms. Reese paid for VTech Products and services which did not live up to VTech’s 

representations of security.  

113. As a result of VTech’s actions after the breach, Ms. Reese’s children were unable 

to use bargained-for services through the Learning Lodge, because VTech decided to unilaterally 

disrupt service. 
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114. Had Ms. Reese known of the security flaws in the VTech Products and services, 

she would not have purchased (or would have paid significantly less for) the InnoTabs and 

related VTech Products. 

Plaintiff Ken Tittle 

115. Plaintiff Ken Tittle is a citizen of the State of Washington and a resident of 

Bellevue, Washington. 

116. In late 2012, Mr. Tittle purchased a VTech InnoTab 2 for his son. Mr. Tittle 

purchased several cartridges for use with the VTech InnoTab 2. 

117. In March 2014, Mr. Tittle purchased two VTech InnoTab 3S tablets for his son 

and daughter. Subsequent to his purchase of the InnoTab 3S, Mr. Tittle purchased approximately 

15 cartridges to use with the InnoTab 3S, along with several applications (including the Premium 

Kid Connect App, which allowed for additional functionality over the standard Kid Connect 

service). Mr. Tittle established accounts on both The Learning Lodge and Kid Connect for 

himself and his children pursuant to VTech’s instructions. As a result of creating those accounts, 

Mr. Tittle shared PII with VTech. This PII was stored on VTech’s servers. Because of VTech’s 

express and implied representations, Mr. Tittle reasonably believed that his PII, his wife’s and 

his children’s PII would be secure. 

118. When turned on, the VTech Products were always connected to the Internet 

through Mr. Tittle’s wireless network. Mr. Tittle’s children used the devices and shopped for and 

purchased applications offered for sale by VTech. During that same time, Mr. Tittle accessed and 

interacted with the VTech website by downloading and paying for applications offered for sale 

by VTech. 
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119. Mr. Tittle and his children routinely utilized the Kid Connect service by sending 

messages and pictures between one another utilizing the InnoTab 3S tablets and the Kid Connect 

cellular phone app. As of February 23, 2016, the Kid Connect service had not been restored. 

120. Mr. Tittle e-mailed VTech after learning of the breach on or about November 28, 

2015, inquiring about the scope of the breach (including by asking whether his or his children’s 

PII were compromised) and notifying VTech that it did not appear that VTech had reported the 

incident to the United States Computer Emergency Readiness Team (CERT). Mr. Tittle further 

communicated with VTech via e-mail on November 30, 2015 after receiving an unsatisfactory 

response from VTech to his initial e-mail.  

121. Mr. Tittle paid for VTech Products and services which did not live up to VTech’s 

representations of security.  

122. As a result of VTech’s actions after the breach, Mr. Tittle’s children were unable 

to use bargained-for services through the Learning Lodge, because VTech decided to unilaterally 

disrupt service. 

123. Had Mr. Tittle known of the security flaws in the VTech Products and services, he 

would not have purchased (or would have paid significantly less for) the VTech Products and 

related VTech Products. 

Plaintiff Courtney VanWormer 

124. Plaintiff Courtney VanWormer is a citizen of the State of California and a 

resident of El Cajon, California. 

125. In or around September or October 2015, Mr. VanWormer purchased VTech 

InnoTVs for his children, along with several cartridges to use over the next few months. Mr. 

VanWormer established accounts on The Learning Lodge for himself and his children pursuant 
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to VTech’s instructions. VTech required Mr. VanWormer to share PII when he created those 

accounts. This PII was stored on VTech’s servers. Because of VTech’s express and implied 

representations, Mr. VanWormer reasonably believed that his PII and his children’s PII would be 

secure.  

126. When turned on, the VTech Products were always connected to the Internet 

through Mr. VanWormer’s wireless network. In December 2015, Mr. VanWormer became aware 

of the Data Breach when his children attempted to use their InnoTVs and were unable to. 

127. On or around November 28, 2015, Mr. VanWormer e-mailed VTech via its 

customer comment form concerning the data breach. 

128. Mr. VanWormer’s children were unable to use the additional features of the 

InnoTVs because VTech shut down the Learning Lodge. As of February 15, 2016, the Learning 

Lodge’s features had not been restored for the InnoTVs. In or around January 2016, Mr. 

VanWormer e-mailed VTech to inquire about how to get the Learning Lodge services restored to 

the InnoTVs. To date, Mr. VanWormer’s children are still unable to access the Learning Lodge 

on the InnoTVs.  

129. Mr. VanWormer paid for VTech Products and services which did not live up to 

VTech’s representations of security.  

130. As a result of VTech’s actions after the breach, Mr. VanWormer’s children are 

still unable to use bargained-for services available through the Learning Lodge. 

131. Had Mr. VanWormer known of the security flaws in the VTech Products and 

services, he would not have purchased (or would have paid significantly less for) the InnoTVs 

and related VTech Products. 
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Defendant VTech Electronics North America, L.L.C. 
 

132. Defendant VTech Electronics North America, L.L.C. is a limited liability 

company organized under Illinois law with its headquarters located at 1156 West Shure Drive, 

Suite 200, Arlington Heights, Illinois 60004. VTech resides in Illinois.  

133. VTech markets, distributes, and sells the Learning Lodge Products throughout the 

United States; directs its business from Illinois; and centralizes its activities in Illinois. It is a 

wholly owned subsidiary of VTech Electronics Limited, a Hong Kong company, that designed 

and manufactured the products at issue in this case. More, VTech Electronics Limited maintains 

and is responsible for the servers that store Customers’ PII. 

134. VTech Electronics Limited is a wholly owned subsidiary of VTech Holdings, a 

Bermuda company headquartered in Hong Kong. VTech Holdings reports revenues of 

approximately two billion dollars a year, and one of its largest markets is the United States. 

    JURISDICTION AND VENUE 

135. Subject matter jurisdiction is proper because this case has been brought as a class 

action, the aggregate claims of the proposed class exceeds $5 million, exclusive of interest and 

costs, the proposed class includes more than 100 members, and one or more of the members of 

the proposed class resides in a state that is different from a state in which Defendant resides. See 

28 U.S.C. § 1332(d)(2)(A & C). 

136. Personal jurisdiction is proper over VTech Electronics North America, L.L.C. 

because it is headquartered and resides in this District and regularly conducts business here. 

Personal jurisdiction is also proper because the contract between the parties provides that the 

exclusive jurisdiction for any dispute is within the District. 

137. Venue is proper because Defendant is located and transacts business in this 

District, a substantial portion of the events and conduct giving rise to the violations complained 
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of in this action occurred in this District, and a substantial portion of the injury from VTech’s 

conduct occurred in this District. VTech Electronics North America, L.L.C.’s headquarters is in 

this District and efficiencies can be gained by litigating this case here, as documents and 

evidence—including individuals who may be able to provide deposition testimony—are located 

within this District. See 28 U.S.C. §1391(b)(1&2). Venue is also proper because the contract 

between the parties provides that the exclusive venue for any dispute is within the District. 

    CHOICE OF LAW 

138. When consumers register with VTech, VTech requires them to agree to a contract 

that contains an exclusive choice of law clause selecting Illinois law.41 Illinois law thus applies to 

all claims. 

    CLASS ACTION ALLEGATIONS 

139. Plaintiffs bring claims pursuant to Federal Rule of Civil Procedure 23 on behalf of 

three classes of similarly situated persons, which they propose be defined as follows:  

Kid Connect Class: All individuals domiciled in the United States who 
purchased (i) a Kid Connect Product42 that connects to Learning Lodge and/or 
Kid Connect or (ii) products or services from Learning Lodge and/or Kid 
Connect. 
 
Learning Lodge Class: All individuals domiciled in the United States who 
purchased (i) a Learning Lodge Product43 that connects to Learning Lodge and/or 

                                                 
41  Exhibit D.  
42 The Kid Connect Products are the following VTech products: InnoTab Max; InnoTab 3S; 
and InnoTab 2S.  
43 The Learning Lodge Products are the following VTech products: Kidizoom Smartwatch; 
Kidizoom Smartwatch DX; InnoTab; InnoTab 2; InnoTab 2 Baby; InnoTab 3; InnoTab 3 Baby; 
Kidizoom Camera Connect; MobiGo Touch Learning System; MobiGo 2; Cody The Smart Cub; 
Cara The Smart Cub; Lil’ SmartTop; Tote & Go Laptop WEB; ABC Learning Classroom; 
KidiGo; Snuggle & Sleep Musical Sheep; Kidizoom Camera Connect; Kidizoom Connect; and 
InnoTV. 
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Kid Connect or (ii) products or services from Learning Lodge and/or Kid 
Connect.44 

 
Plaintiffs may modify these class definitions or create new subclasses based upon the discovery 

of new information and in order to accommodate any of the Court’s manageability concerns. 

140. Ascertainability. The proposed Classes are readily ascertainable because they are 

defined using objective criteria so as to allow Class members to determine if they are part of the 

Class. Indeed, on information and belief, VTech knows the specific identity of all or nearly all 

Class members. At a minimum, Class members are readily identifiable through records 

maintained by VTech. 

141. Numerosity (Rule 23(a)(1)). The proposed Classes are sufficiently numerous, 

because VTech’s actions compromised the PII of millions of individuals in the United States. 

These VTech Customers are dispersed throughout the United States, making joinder of all 

members impracticable. 

142. Commonality (Rule 23(a)(2)). Common questions of fact and law exist for each 

cause of action, and the answer to those common questions will help drive the resolution of this 

litigation. Such questions include: 

 Whether VTech had a legal duty to take reasonable and/or specific security 

measures to protect the PII of Class members; 

                                                 
44 Excluded from the Classes are: (a) any Judge or Magistrate presiding over this action and 
members of their staff, as well as members of their families; (b) Defendant, Defendant’s 
predecessors, parents, successors, heirs, assigns, subsidiaries, and any entity in which Defendant 
or its parents have a controlling interest, as well as VTech’s current or former employees, agents, 
officers, and directors; (c) persons who properly execute and file a timely request for exclusion 
from the Class; (d) persons whose claims in this matter have been finally adjudicated on the 
merits or otherwise released; (e) counsel for Plaintiffs and VTech; (f) the legal representatives, 
successors, and assigns of any such excluded persons; and (g) any individual who participated in 
or contributed to the unauthorized access of VTech’s database. 
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 Whether VTech failed to take reasonable and/or specific security measures 

to protect the PII of Class members; 

 Whether VTech breached one or more legal duties by failing to protect the 

PII of Class members; 

 Whether VTech’s failure to protect the PII of Class members caused injury 

to Class members; 

 Whether VTech timely, accurately, and adequately informed Class members 

that their PII had been compromised; 

 Whether Class members are entitled to actual damages and/or statutory 

damages;  

 Whether Class members are entitled to restitution; 

 Whether Class members are entitled to civil penalties and/or punitive 

damages; and 

 Whether Class members are entitled to declaratory and/or injunctive relief. 

143. Typicality (Rule 23(a)(3)). Plaintiffs’ claims are typical of the claims of 

members of the proposed Classes because, among other things, Plaintiffs and members of the 

Classes sustained similar injuries as a result of VTech’s uniform wrongful conduct, and their 

legal claims all arise from the same events and wrongful conduct by VTech.  

144. Adequacy (Rule 23(a)(4)). Plaintiffs will fairly and adequately protect the 

interests of the proposed Class and Overcharge Subclass. Plaintiffs’ interests do not conflict with 

the interests of Classes members, and Plaintiffs have retained counsel experienced in complex 

class action and data privacy litigation to prosecute this case on behalf of the Class and 

Overcharge Subclass.  
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145. Predominance & Superiority (Rule 23(b)(3)). In addition to satisfying the 

prerequisites of Rule 23(a), Plaintiffs satisfy the requirements for maintaining a class action 

under Rule 23(b)(3). Common questions of law and fact predominate over any questions 

affecting only individual Class members, and a class action is superior to individual litigation 

and all other available methods for the fair and efficient adjudication of this controversy. The 

amount of damages available to individual Plaintiffs is insufficient to make litigation addressing 

VTech’s conduct economically feasible in the absence of the class action procedure. 

Individualized litigation also presents a potential for inconsistent or contradictory judgments, and 

increases the delay and expense that are presented by the complex legal and factual issues of the 

case to all parties and the court system. By contrast, the class action device presents far fewer 

management difficulties and provides the benefits of a single adjudication, economy of scale, 

and comprehensive supervision by a single court. 

146. Final Declaratory or Injunctive Relief (Rule 23(b)(2)). Plaintiffs also satisfy 

the requirements for maintaining a class action under Rule 23(b)(2). VTech has acted or refused 

to act on grounds that apply generally to the proposed Class and Overcharge Subclass, making 

final declaratory or injunctive relief appropriate with respect to the proposed Classes as a whole. 

147. Particular Issues (Rule 23(c)(4)). Plaintiffs also satisfy the requirements for 

maintaining a class action under Rule 23(c)(4). Their claims consist of particular issues that are 

common to all Class members and are capable of class-wide resolution that will significantly 

advance the litigation.  
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    CAUSES OF ACTION 

FIRST CAUSE OF ACTION: BREACH OF CONTRACT 
Plaintiffs Dashnau, Foyle, Hawkins, Reese, and Tittle on behalf of the Kid Connect Class 

148. The Plaintiffs reallege and incorporate by reference the allegations contained in 

each of the preceding paragraphs as if fully set forth herein. 

149. In purchasing and using the VTech Products and the Online Services, the Kid 

Connect Class members entered into valid and enforceable contracts with VTech.  

150. At the time of purchase, VTech promised to deliver several material features, 

including (1) access to and use of the Online Services without meaningful interruptions and (2) 

the implementation of effective and industry-standard security measures for the PII submitted 

through the Online Services. 

151. Consumers of internet-capable electronic products designed for use by children, 

including Plaintiffs and members of the Kid Connect Class, value their privacy, the privacy of 

their children, and the ability to control data that their children access. To customers like 

Plaintiffs and members of the Kid Connect Class, products and online services that do not use 

industry-standard data-security protocols to protect PII are fundamentally less useful and 

valuable than children’s products and children’s online services that use industry-standard 

security protections. 

152. Indeed, all else being equal, a product that discloses poor cybersecurity will be 

necessarily be priced less than a product with industry-standard cybersecurity.  

153. Taken together, VTech promised significantly more valuable products than the 

actual VTech Products provided.  

154. Plaintiffs and members of the Kid Connect Class members performed their 

obligations under the contract. They registered for online accounts with VTech and abided by the 
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terms of service that VTech imposed. They paid the purchase price for VTech Products that 

included the Online Services. 

155. VTech committed material breaches of its contract with Plaintiffs and members of 

the Kid Connect Class members by failing to protect users’ PII, by allowing the Data Breach to 

occur, and by suspending access to the Online Services. 

156. The Data Breach was a reasonably foreseeable consequence of VTech’s actions in 

breach of the foregoing contract. 

157. VTech’s failure to protect users’ PII rendered the VTech Products materially less 

valuable than promised.  

158. Had VTech disclosed that their security was inadequate or that it did not use 

industry-standard security measures, neither the Plaintiffs and members of the Kid Connect Class, 

nor any reasonable person would have purchased the VTech Products or entered any relevant 

contract with VTech. 

159. Plaintiffs and members of the Kid Connect Class suffered actual damages 

including: 

A. the difference in the fair market value of the secure products and services 

that VTech promised and the non-secure products and services they received; 

B. compensation for the loss of use of VTech’s Online Services; and 

C. expenses and time spent replacing non-secure VTech Products and 

services with secure alternative products and services. 

160. Accordingly, the Plaintiffs and members of the Kid Connect Class are entitled to 

an order declaring that VTech’s conduct constituted one or more material breaches of its 
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contracts with the Plaintiffs and members of the Kid Connect Class and awarding the Plaintiffs 

and members of the Kid Connect Class damages in an amount to be proven at trial. 

SECOND CAUSE OF ACTION: Breach of Contract 
Plaintiffs Bran, Giron, Hawkins, Reese, and Tittle on behalf of the Learning Lodge Class 

 
161. The Plaintiffs reallege and incorporate by reference the allegations contained in 

each of the preceding paragraphs as if fully set forth herein. 

162. In purchasing and using the VTech Products and the Online Services, the 

Learning Lodge Class members entered into valid and enforceable contracts with VTech.  

163. At the time of purchase, VTech promised to deliver several material features, 

including (1) access to and use of the Online Services without meaningful interruptions and (2) 

the implementation of effective and industry-standard security measures for the PII submitted 

through the Online Services. 

164. Consumers of internet-capable electronic products designed for use by children, 

including Plaintiffs and members of the Learning Lodge Class, value their privacy, the privacy of 

their children, and the ability to control data that their children access. To customers like 

Plaintiffs and members of the Learning Lodge Class, products and online services that do not use 

industry-standard data-security protocols to protect PII are fundamentally less useful and 

valuable than children’s products and children’s online services that use industry-standard 

security protections. 

165. Indeed, all else being equal, a product that discloses poor cybersecurity will be 

necessarily be priced less than a product with industry-standard cybersecurity.  

166. Taken together, VTech promised significantly more valuable products than the 

actual VTech Products provided.  
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167. Plaintiffs and members of the Learning Lodge Class members performed their 

obligations under the contract. They registered for online accounts with VTech and abided by the 

terms of service that VTech imposed. They paid the purchase price for VTech Products that 

included the Online Services. 

168. VTech committed material breaches of its contract with Plaintiffs and members of 

the Learning Lodge Class members by failing to protect users’ PII, by allowing the Data Breach 

to occur, and by suspending access to the Online Services. 

169. The Data Breach was a reasonably foreseeable consequence of VTech’s actions in 

breach of the foregoing contract. 

170. VTech’s failure to protect users’ PII rendered the VTech Products materially less 

valuable than promised.  

171. Had VTech disclosed that their security was inadequate or that it did not use 

industry-standard security measures, neither the Plaintiffs and members of the Learning Lodge 

Class, nor any reasonable person would have purchased the VTech Products or entered any 

relevant contract with VTech. 

172. Plaintiffs and members of the Learning Lodge Class suffered actual damages 

including: 

A. the difference in the fair market value of the secure products and services 

that VTech promised and the non-secure products and services they received; 

B. compensation for the loss of use of VTech’s Online Services; and 

C. expenses and time spent replacing non-secure VTech Products and 

services with secure alternative products and services. 
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173. Accordingly, the Plaintiffs and members of the Learning Lodge Class are entitled 

to an order declaring that VTech’s conduct constituted one or more material breaches of its 

contracts with the Plaintiffs and members of the Learning Lodge Class and awarding the 

Plaintiffs and members of the Learning Lodge Class damages in an amount to be proven at trial. 

THIRD CAUSE OF ACTION: BREACH OF IMPLIED WARRANTY OF 
MERCHANTABILITY 

Plaintiffs Dashnau, Foyle, Hawkins, Reese, and Tittle on behalf of the Kid Connect Class 

174. The Plaintiffs reallege and incorporate by reference the allegations contained in 

each of the preceding paragraphs as if fully set forth herein.  

175. The Plaintiffs and members of the Kid Connect Class have and had sufficient 

direct dealings with VTech and/or their authorized dealers, franchisees, representatives, and 

agents to establish any required privity of contract.  

176. VTech did not intend its authorized dealers, franchisees, representatives, or agents 

to be the ultimate consumers of the VTech Products and have no rights under the warranty 

agreements provided with the tablets. 

177. Privity is not required to assert this claim, because Plaintiffs and members of the 

Kid Connect Class are intended third party beneficiaries of contracts between VTech and its 

dealers, franchisees, representatives, and agents. 

178. By extending express written warranties to end-users, VTech brought itself into 

privity of contract with Plaintiffs and members of the Kid Connect Class. 

179. VTech is and was at all relevant times a manufacturer and merchant with respect 

to the VTech Products that the Plaintiffs and members of the Kid Connect Class. 

180. The VTech Products purchased by Plaintiffs and members of the Kid Connect 

Class members included access to the Online Services. 

Case: 1:15-cv-10889 Document #: 94 Filed: 08/17/17 Page 47 of 75 PageID #:1096



 48

181. Plaintiffs and members of the Kid Connect Class formed a contract with VTech 

that contained an implied warranty of merchantability, which obligated and imposed a duty upon 

VTech that the Kid Connect Products and the Online Services be fit for the ordinary purposes for 

which they are to be used, that these devices and Online Services conform to the promises and 

affirmations of fact made on their containers or labels, and that these devices and Online 

Services pass without objection in the trade under the contract description. 

182. VTech has not validly or effectively disclaimed, excluded, or modified this 

implied warranty of merchantability, and any attempted disclaimer or exclusion of the implied 

warranty was and is ineffectual. 

183. Plaintiffs and members of the Kid Connect Class have used the VTech Products 

and Online Services that they purchased in a manner consistent with their intended use. Plaintiffs 

and members of the Kid Connect Class performed each and every duty required under the terms 

of the implied warranty of merchantability, except as may have been excused or prevented by 

VTech’s conduct or by operation of law in light of unconscionable conduct by VTech. 

184. VTech breached this implied warranty of merchantability, in that their Kid 

Connect Products and Online Services were not fit for the ordinary purposes for which they are 

to be used, did not conform to the promises and affirmations of fact made on their containers or 

labels, and would not pass without objection in the trade under the contract description, in that (a) 

VTech failed to provide reasonable and adequate safeguards for the PII it collected from 

Plaintiffs and members of the Kid Connect Class, as evidenced by the Data Breach; and (b) 

VTech’s Kid Connect Products were unable to access the Kid Connect and Learning Lodge 

online services. As to VTech’s failure to provide reasonable and adequate safeguards for the PII 

it collected from Plaintiffs and members of the Kid Connect Class, their VTech Products and 
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Online Services were defective at the time Plaintiffs and members of the Kid Connect Class 

purchased the VTech Products. VTech knew or should have known of this defect at that time, but 

failed to offer an effective remedy to Plaintiffs and members of the Kid Connect Class. 

185. VTech had actual knowledge of this breach, as demonstrated by its e-mail to 

customers in November 2015, informing them of the Data Breach, and several published 

websites from VTech containing answers to “frequently asked questions” describing the Data 

Breach and VTech’s reaction to the Data Breach and VTech’s substandard cybersecurity 

protections.  

186. VTech demonstrated its actual knowledge that it had breached its own express 

promises with Plaintiffs and members of the Kid Connect Class when it changed its Privacy 

Policy after the Data Breach—deleting language assuring customers that it did not store PII on 

servers or databases that were Internet-accessible. 

187. As a direct and proximate result of this breach, Plaintiffs and members of the Kid 

Connect Class suffered actual damages, including an amount equal to the difference in the fair 

market value of the secure products and services they paid for and the non-secure products and 

services they received. These damages also include an amount sufficient to compensate for the 

loss of use of VTech’s online services as well as the amount of money spent replacing non-

secure VTech Products and services with secure alternative products and services. 

188. Accordingly, Plaintiffs, on behalf of the Kid Connect Class, seek an order 

declaring that VTech’s conduct constitutes breach of the implied warranty of merchantability and 

awarding Plaintiffs and members of the Kid Connect Class damages in an amount to be proven at 

trial. 
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FOURTH CAUSE OF ACTION:  
Breach of Implied Warranty of Merchantability 

Plaintiffs Bran, Giron, Hawkins, Reese, and Tittle on behalf of the Learning Lodge Class 
 
189. The Plaintiffs reallege and incorporate by reference the allegations contained in 

each of the preceding paragraphs as if fully set forth herein.  

190. The Plaintiffs and members of the Learning Lodge Class have and had sufficient 

direct dealings with VTech and/or their authorized dealers, franchisees, representatives, and 

agents to establish any required privity of contract.  

191. VTech did not intend its authorized dealers, franchisees, representatives, or agents 

to be the ultimate consumers of the VTech Products and have no rights under the warranty 

agreements provided with the tablets. 

192. Privity is not required to assert this claim, because Plaintiffs and members of the 

Learning Lodge Class are intended third party beneficiaries of contracts between VTech and its 

dealers, franchisees, representatives, and agents. 

193. By extending express written warranties to end-users, VTech brought itself into 

privity of contract with Plaintiffs and members of the Learning Lodge Class. 

194. VTech is and was at all relevant times a manufacturer and merchant with respect 

to the VTech Products that the Plaintiffs and members of the Learning Lodge Class. 

195. The VTech Products purchased by Plaintiffs and members of the Learning Lodge 

Class members included access to the Online Services. 

196. Plaintiffs and members of the Learning Lodge Class formed a contract with 

VTech that contained an implied warranty of merchantability, which obligated and imposed a 

duty upon VTech that the Learning Lodge Products and the Online Services be fit for the 

ordinary purposes for which they are to be used, that these devices and Online Services conform 
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to the promises and affirmations of fact made on their containers or labels, and that these devices 

and Online Services pass without objection in the trade under the contract description. 

197. VTech has not validly or effectively disclaimed, excluded, or modified this 

implied warranty of merchantability, and any attempted disclaimer or exclusion of the implied 

warranty was and is ineffectual. 

198. Plaintiffs and members of the Learning Lodge Class have used the VTech 

Products and Online Services that they purchased in a manner consistent with their intended use. 

Plaintiffs and members of the Learning Lodge Class performed each and every duty required 

under the terms of the implied warranty of merchantability, except as may have been excused or 

prevented by VTech’s conduct or by operation of law in light of unconscionable conduct by 

VTech. 

199. VTech breached this implied warranty of merchantability, in that their Learning 

Lodge Products and Online Services were not fit for the ordinary purposes for which they are to 

be used, did not conform to the promises and affirmations of fact made on their containers or 

labels, and would not pass without objection in the trade under the contract description, in that (a) 

VTech failed to provide reasonable and adequate safeguards for the PII it collected from 

Plaintiffs and members of the Learning Lodge Class, as evidenced by the Data Breach; and (b) 

the Learning Lodge products were denied access to the Online Service. As to VTech’s failure to 

provide reasonable and adequate safeguards for the PII it collected from Plaintiffs and members 

of the Learning Lodge Class, their VTech Products and Online Services were defective at the 

time Plaintiffs and members of the Learning Lodge Class purchased the VTech Products. VTech 

knew or should have known of this defect at that time, but failed to offer an effective remedy to 

Plaintiffs and members of the Learning Lodge Class. 
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200. VTech had actual knowledge of this breach, as demonstrated by its e-mail to 

customers in November 2015, informing them of the Data Breach, and several published 

websites from VTech containing answers to “frequently asked questions” describing the Data 

Breach and VTech’s reaction to the Data Breach and VTech’s substandard cybersecurity 

protections. 

201. VTech demonstrated its actual knowledge that it had breached its own express 

promises with Plaintiffs and members of the Learning Lodge Class when it changed its Privacy 

Policy after the Data Breach—deleting language assuring customers that it did not store PII on 

servers or databases that were Internet-accessible. 

202. As a direct and proximate result of this breach, Plaintiffs and members of the 

Learning Lodge Class suffered actual damages, including an amount equal to the difference in 

the fair market value of the secure products and services they paid for and the non-secure 

products and services they received. These damages also include an amount sufficient to 

compensate for the loss of use of VTech’s online services as well as the amount of money spent 

replacing non-secure VTech Products and services with secure alternative products and services. 

203. Accordingly, Plaintiffs, on behalf of the Learning Lodge Class, seek an order 

declaring that VTech’s conduct constitutes breach of the implied warranty of merchantability and 

awarding Plaintiffs and members of the Learning Lodge Class damages in an amount to be 

proven at trial. 

FIFTH CAUSE OF ACTION:  
Violation of the Illinois Consumer Fraud and Deceptive Business Practices Act 

Plaintiffs Dashnau, Foyle, Hawkins, Reese, and Tittle on behalf of the Kid Connect Class 
 
204. Plaintiffs reallege and incorporate by reference the allegations contained in each 

of the preceding paragraphs as if fully set forth herein. 
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205. The Illinois Consumer Fraud and Deceptive Business Practices Act (“ICFA”), 

815 ILCS § 505/1, et seq., protects both consumers and competitors by promoting fair 

competition in commercial markets for products and services. Other states have adopted similar 

state consumer protection laws. To the extent the Court rules that the choice of law provision 

discussed herein does not extend to allegations concerning state consumer protection laws, 

Plaintiffs make these allegations under their own individual state’s consumer protection law. The 

elements of the ICFA do not differ substantially from the elements of the Plaintiffs’ individual 

state consumer protection laws. 

206. The ICFA prohibits any unlawful, unfair, or fraudulent business acts or practices, 

including the employment of any deception, fraud, false pretense, false promise, false advertising, 

misrepresentation, or the concealment, suppression, or omission of any material fact. 

207. The ICFA applies to VTech’s actions and conduct as described herein, because it 

protects consumers in transactions that are intended to result, or which have resulted, in the sale 

of goods or services. 

208. VTech are “persons” as defined under section 505/1(c) of the ICFA. 

209. Plaintiffs and members of the Kid Connect Class are “consumers” as defined 

under section 505/1(e) of the ICFA. 

210. VTech’s Products that connect to the Learning Lodge and/or Kid Connect and 

apps, games, e-books, or other content from the Learning Lodge and/or Kid Connect are 

“merchandise” within the meaning of section 505/1(b), and their sale is considered “trade” or 

“commerce” under the ICFA. 
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211. VTech violated the ICFA by misrepresenting and/or omitting material facts about 

the Kid Connect Products, its Online Services, and devices that connect to Learning Lodge 

and/or Kid Connect. 

212. VTech knew or acted with reckless disregard in not knowing about the numerous, 

well-publicized data breaches throughout the United States in recent history. VTech knew or 

should have known that by collecting and storing the sensitive PII of VTech Customers, they 

undertook a responsibility to take reasonable security measures to protect the information from 

being stolen and exposed to unauthorized persons.  

213. PII has value, and VTech knows that PII is valuable based upon its 

representations to its own Customers—as described herein—that it uses PII to market new 

products and services to its Customers. VTech represented that their products and online services 

would keep secure the PII that it required Plaintiffs and members of the Kid Connect Class to 

provide, when in fact it failed to use even the most basic security measures available to protect 

that information. Likewise, VTech represented that it stored its Customers’ PII in offline 

databases, when it in fact stored Customer PII in databases that were accessible via the Internet. 

214. Despite VTech’s representations, their products and services did not live up to the 

level of safety standards in the United States. It is well-recognized that services that use the 

Internet to transmit and store information in databases should be protected from SQL injection 

attacks, and in fact can be easily protected from such attacks via industry-standard defenses and 

protocols—either in the network or in the applications themselves—but VTech failed to protect 

against such attacks. 

215. VTech knew or acted with reckless disregard in not knowing that their database 

and data repositories were vulnerable to unauthorized access by third parties. Despite having this 

Case: 1:15-cv-10889 Document #: 94 Filed: 08/17/17 Page 54 of 75 PageID #:1103



 55

knowledge, VTech represented that its products and services were safe, and intended that 

consumers rely upon their representations and purchase VTech products and services. 

216. Whether or not VTech products and services were secure and had the potential to 

expose the PII of their customers is a material consideration for potential purchasers and users of 

VTech’s products and services. 

217. Plaintiffs and members of the Kid Connect Class reasonably relied and would 

have been reasonable in relying upon VTech’s representations concerning the safety of VTech’s 

products and services, and would not have purchased or used VTech’s products or services—or 

provided VTech with their PII for VTech to market their products to the Plaintiffs and members 

of the Kid Connect Class —if they knew that their PII would be exposed. Plaintiffs and members 

of the Kid Connect Class were or would have been reasonable in believing that VTech’s policies 

and practices complied with all applicable industry standards and laws. 

218. Even if VTech had not represented that it would safeguard and protect the PII of 

Plaintiffs and members of the Kid Connect Class, VTech nevertheless fraudulently concealed the 

material fact that it failed to adequately safeguard and protect the PII of Plaintiffs and members 

of the Kid Connect Class. 

219. Specifically, VTech failed to disclose that it was45:  

A. Storing passwords as simple, “unsalted,” hashes—a vulnerable hashing 

algorithm that offers minimal to negligible protection; 

B. Storing secret questions for password and account recovery in plain text; 

                                                 
45 David Gilbert, VTech Takes Learning Lodge Website Offline After Hack Reveals Details Of 
Over 200,000 Children, International Business Times (Nov. 30, 2015), 
http://www.ibtimes.com/vtech-takes-learning-lodge-website-offline-after-hack-reveals-details-
over-200000-2203642. 
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C. Linking children’s accounts to home addresses and other identifying 

information; 

D. Failing to use encryption (i.e., SSL) for the transmission of collected data; 

E. Failing to adequately encrypt stored data; 

F. Failing to protect against SQL injection attacks; 

G. Storing customer data in an Internet-accessible database; 

H. Sharing and transmitting collected customer data with one or more 

unauthorized parties; and 

I. Failing to implement basic user authentication (e.g., by limiting who can 

gain “root” access). 

220. VTech was aware or should have been aware of its failure to implement adequate 

security protections, as outlined above. Despite this failure, VTech represented that its products 

and services would safely store the PII of Plaintiffs and Class members. Similarly, VTech 

misrepresented the material fact that its products and online services, including the Learning 

Lodge and/or Kid Connect, offered adequate security protections, in both VTech’s advertising as 

well as the physical packaging of its devices when the products did not. 

221. In addition, VTech omitted the material fact that its Online Services did not use 

industry-standard protections (or any protections of any kind) to store children’s data. VTech 

knew that parents in the market for tablets for children were seeking products that would provide 

a safe online environment for children, which is why VTech specifically includes alleged “expert” 

opinions that the VTech products are indeed safe for children and other representations that its 

products were “safe” for children. 
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222. As the owner and operator of the VTech Online Services, VTech had unique 

knowledge regarding its implementation of any cyber security measures. That is, until the hack, 

only VTech would have known that its Online Services for children offered no protections. 

Parents and children would not have been able to learn about VTech’s cyber security practices 

from any party other than VTech.  

223. VTech, in creating its advertisements and marketing materials, knew or should 

have known that Plaintiffs and members of the Kid Connect Class would rely on the information 

provided, but nevertheless omitted the material fact that VTech’s products and services do not 

offer adequate security protections. VTech was aware or should have been aware that, if it 

prominently disclosed the fact that its products and services do not offer adequate data security 

protections, it would have to sell the VTech Products at a substantially lower price—if it could 

sell them at all. 

224. Had VTech not engaged in the misrepresentations and/or deceptive omissions of 

material facts described above, Plaintiffs and members of the Kid Connect Class would have 

been presented with an informed choice as to whether or not to buy VTech Products and/or 

otherwise provide VTech with their PII to use in its marketing efforts. Plaintiffs and members of 

the Kid Connect Class would also have been presented with the disclosures necessary to modify 

their and their children’s use of VTech Products so as to avoid a breach of their PII. 

225. VTech’s failure to implement adequate data security policies and procedures, 

material misrepresentations to Plaintiffs and members of the Kid Connect Class constitute unfair, 

deceptive, and fraudulent acts or practices in violation of the ICFA. Plaintiffs members of the 

Kid Connect Class would not have purchased VTech Products if VTech had disclosed that their 

PII would not be secure. 
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226. Furthermore, Defendant’s actions constitute unfair acts in violation of the ICFA. 

As described throughout this complaint, VTech highlights its Online Services on the Kid 

Connect Products’ packaging, in the user manuals, and in other marketing and goes so far as to 

using purported “experts” to convince parents that VTech’s tablets are safe for children (e.g., 

will provide a safe online environment free from questionable content and malicious actors). Yet, 

VTech failed to implement even the most basic of protections for children, including encryption 

and data isolation.   

227. Plaintiffs and members of the Kid Connect Class were deceived by VTech’s 

misrepresentations, omissions, fraudulent conduct, and unfair behavior regarding its inadequate 

data security policies and practices. Plaintiffs and members of the Kid Connect Class were 

induced as a result of VTech’s unlawful conduct to purchase VTech Products and/or to provide 

their PII to VTech in registering for and using VTech’s online services, including the Learning 

Lodge and/or Kid Connect. 

228. Plaintiffs and members of the Kid Connect Class were injured by VTech’s 

conduct, which was directed towards themselves and other consumers. VTech misrepresented 

the safety of its products and services and chose not to disclose that their products and services 

were not secure, because VTech wanted to create demand for and sell these products and 

services. Had VTech disclosed the inadequacy and vulnerability of its security practices, 

Plaintiffs and members of the Kid Connect Class either would not have purchased VTech 

Products, would have paid substantially less for the Kid Connect Products, or would have never 

allowed their PII to be collected and used by VTech for economic gain. In this regard, the value 

of VTech Products without adequate security protections is substantially lower than the value of 

similar devices with adequate security protections. 
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229. VTech also committed unlawful, unfair, and deceptive acts by violating the 

Children’s Online Privacy Protection Act (“COPPA”), 15 U.S.C. § 6501, et seq. and its 

associated regulations at 16 C.F.R. § 312.1, et seq., which restrict “the collection, use, and/or 

disclosure of personal information from and about children on the Internet” and require operators 

of websites and online services directed to children “to establish and maintain reasonable 

procedures to protect the confidentiality, security, and integrity of personal information collected 

from children.” See 15 U.S.C. § 6502. VTech’s retention and collection policies did not comply 

with COPPA, and VTech did not disclose its noncompliance to consumers (but, instead, 

marketed its Products as “kid-safe” and “secure”). VTech, as operator of websites and online 

services directed to children, therefore failed “to establish and maintain reasonable procedures to 

protect the confidentiality, security, and integrity of personal information” collected from 

Plaintiffs and Class members. 

230. As a foreseeable, direct, and proximate result of VTech’s violation of the ICFA, 

Plaintiffs and Class members have suffered harms and injuries, including monies paid for the 

Kid Connect Products and services; and the denial of access to and use of the VTech’s online 

services, including the Learning Lodge and/or Kid Connect.  

231. Given that tens of thousands of parents were convinced by VTech’s unfair 

marketing scheme (i.e., that its tablets provided a safe online environment for children), VTech’s 

actions offend public policy, are unethical, oppressive, and/or unscrupulous, and have caused 

substantial injury to consumers.  

232. In addition, and as a foreseeable, direct, and proximate result of VTech’s actions, 

Plaintiffs and members of the Kid Connect Class suffered actual damages, including an amount 

equal to the difference in the fair market value of the secure products and services they paid for 
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and the non-secure products and services they received. These damages also include an amount 

sufficient to compensate for the loss of use of VTech’s online services as well as the amount of 

money spent replacing non-secure VTech Products and services with secure alternative products 

and services. 

233. Plaintiffs, on behalf of themselves and the Kid Connect Class, seek an order (a) 

requiring VTech to cease the unfair practices described herein; (b) awarding damages and 

interest in an amount to be proven at trial; (c) awarding reasonable attorneys’ fees, expenses, and 

costs to Plaintiffs and members of the Kid Connect Class; and/or (d) requiring VTech to restore 

to Plaintiffs and members of the Kid Connect Class any monies acquired by means of unfair 

competition (restitution). 

234. VTech’s fraudulent and deceptive acts were the result of VTech’s reckless 

conduct and/or reckless indifference to the interest of others. Accordingly, an award of punitive 

damages is appropriate. 

235. In the alternative, if the ICFA does not apply to all claims, each Plaintiff alleged 

violation under the law of his or her home state. 

SIXTH CAUSE OF ACTION:  
Violation of the Illinois Consumer Fraud and Deceptive Business Practices Act 

Plaintiffs Bran, Giron, Hawkins, Reese, and Tittle on behalf of the Learning Lodge Class 
 

236. Plaintiffs reallege and incorporate by reference the allegations contained in each 

of the preceding paragraphs as if fully set forth herein. 

237. The Illinois Consumer Fraud and Deceptive Business Practices Act (“ICFA”), 

815 ILCS § 505/1, et seq., protects both consumers and competitors by promoting fair 

competition in commercial markets for products and services. Other states have adopted similar 

state consumer protection laws. To the extent the Court rules that the choice of law provision 

discussed herein does not extend to allegations concerning state consumer protection laws, 
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Plaintiffs make these allegations under their own individual state’s consumer protection law. The 

elements of the ICFA do not differ substantially from the elements of the Plaintiffs’ individual 

state consumer protection laws. 

238. The ICFA prohibits any unlawful, unfair, or fraudulent business acts or practices, 

including the employment of any deception, fraud, false pretense, false promise, false advertising, 

misrepresentation, or the concealment, suppression, or omission of any material fact. 

239. The ICFA applies to VTech’s actions and conduct as described herein, because it 

protects consumers in transactions that are intended to result, or which have resulted, in the sale 

of goods or services. 

240. VTech are “persons” as defined under section 505/1(c) of the ICFA. 

241. Plaintiffs and members of the Learning Lodge Class are “consumers” as defined 

under section 505/1(e) of the ICFA. 

242. VTech’s Products that connect to the Learning Lodge and apps, games, e-books, 

or other content from the Learning Lodge are “merchandise” within the meaning of section 

505/1(b), and their sale is considered “trade” or “commerce” under the ICFA. 

243. VTech violated the ICFA by misrepresenting and/or omitting material facts about 

the Learning Lodge Products, its Online Services, and devices that connect to Learning Lodge. 

244. VTech knew or acted with reckless disregard in not knowing about the numerous, 

well-publicized data breaches throughout the United States in recent history. VTech knew or 

should have known that by collecting and storing the sensitive PII of VTech Customers, they 

undertook a responsibility to take reasonable security measures to protect the information from 

being stolen and exposed to unauthorized persons.  

Case: 1:15-cv-10889 Document #: 94 Filed: 08/17/17 Page 61 of 75 PageID #:1110



 62

245. PII has value, and VTech knows that PII is valuable based upon its 

representations to its own Customers—as described herein—that it uses PII to market new 

products and services to its Customers. VTech represented that their products and online services 

would keep secure the PII that it required Plaintiffs and members of the Learning Lodge Class to 

provide, when in fact it failed to use even the most basic security measures available to protect 

that information. Likewise, VTech represented that it stored its Customers’ PII in offline 

databases, when it in fact stored Customer PII in databases that were accessible via the Internet. 

246. Despite VTech’s representations, their products and services did not live up to the 

level of safety standards in the United States. It is well-recognized that services that use the 

Internet to transmit and store information in databases should be protected from SQL injection 

attacks, and in fact can be easily protected from such attacks via industry-standard defenses and 

protocols—either in the network or in the applications themselves—but VTech failed to protect 

against such attacks. 

247. VTech knew or acted with reckless disregard in not knowing that their database 

and data repositories were vulnerable to unauthorized access by third parties. Despite having this 

knowledge, VTech represented that its products and services were safe, and intended that 

consumers rely upon their representations and purchase VTech products and services. 

248. Whether or not VTech products and services were secure and had the potential to 

expose the PII of their customers is a material consideration for potential purchasers and users of 

VTech’s products and services. 

249. Plaintiffs and members of the Learning Lodge Class reasonably relied and would 

have been reasonable in relying upon VTech’s representations concerning the safety of VTech’s 

products and services, and would not have purchased or used VTech’s products or services—or 
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provided VTech with their PII for VTech to market their products to the Plaintiffs and members 

of the Learning Lodge Class—if they knew that their PII would be exposed. Plaintiffs and 

members of the Learning Lodge Class were or would have been reasonable in believing that 

VTech’s policies and practices complied with all applicable industry standards and laws. 

250. Even if VTech had not represented that it would safeguard and protect the PII of 

Plaintiffs and members of the Learning Lodge Class, VTech nevertheless fraudulently concealed 

the material fact that it failed to adequately safeguard and protect the PII of Plaintiffs and 

members of the Learning Lodge Class. 

251. Specifically, VTech failed to disclose that it was46:  

A. Storing passwords as simple, “unsalted,” hashes—a vulnerable hashing 

algorithm that offers minimal to negligible protection; 

B. Storing secret questions for password and account recovery in plain text; 

C. Linking children’s accounts to home addresses and other identifying 

information; 

D. Failing to use encryption (i.e., SSL) for the transmission of collected data; 

E. Failing to adequately encrypt stored data; 

F. Failing to protect against SQL injection attacks; 

G. Storing customer data in an Internet-accessible database; 

H. Sharing and transmitting collected customer data with one or more 

unauthorized parties; and 

                                                 
46 David Gilbert, VTech Takes Learning Lodge Website Offline After Hack Reveals Details 
Of Over 200,000 Children, International Business Times (Nov. 30, 2015), 
http://www.ibtimes.com/vtech-takes-learning-lodge-website-offline-after-hack-reveals-details-
over-200000-2203642. 
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I. Failing to implement basic user authentication (e.g., by limiting who can 

gain “root” access). 

252. VTech was aware or should have been aware of its failure to implement adequate 

security protections, as outlined above. Despite this failure, VTech represented that its products 

and services would safely store the PII of Plaintiffs and members of the Learning Lodge Class. 

Similarly, VTech misrepresented the material fact that its products and online services, including 

the Learning Lodge offered adequate security protections, in both VTech’s advertising as well as 

the physical packaging of its devices when the products did not. 

253. In addition, VTech omitted the material fact that its Online Services did not use 

industry-standard protections (or any protections of any kind) to store children’s data. VTech 

knew that parents in the market for tablets for children were seeking products that would provide 

a safe online environment for children, which is why VTech specifically includes alleged “expert” 

opinions that the VTech products are indeed safe for children and other representations that its 

products were “safe” for children. 

254. As the owner and operator of the VTech Online Services, VTech had unique 

knowledge regarding its implementation of any cyber security measures. That is, until the hack, 

only VTech would have known that its Online Services for children offered no protections. 

Parents and children would not have been able to learn about VTech’s cyber security practices 

from any party other than VTech.  

255. VTech, in creating its advertisements and marketing materials, knew or should 

have known that Plaintiffs and members of the Learning Lodge Class would rely on the 

information provided, but nevertheless omitted the material fact that VTech’s products and 

services do not offer adequate security protections. VTech was aware or should have been aware 
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that, if it prominently disclosed the fact that its products and services do not offer adequate data 

security protections, it would have to sell the Learning Lodge Products at a substantially lower 

price—if it could sell them at all. 

256. Had VTech not engaged in the misrepresentations and/or deceptive omissions of 

material facts described above, Plaintiffs and members of the Learning Lodge Class would have 

been presented with an informed choice as to whether or not to buy VTech Products and/or 

otherwise provide VTech with their PII to use in its marketing efforts. Plaintiffs and members of 

the Learning Lodge Class would also have been presented with the disclosures necessary to 

modify their and their children’s use of VTech Products so as to avoid a breach of their PII. 

257. VTech’s failure to implement adequate data security policies and procedures, 

material misrepresentations to Plaintiffs and members of the Learning Lodge Class constitute 

unfair, deceptive, and fraudulent acts or practices in violation of the ICFA. Plaintiffs and 

members of the Learning Lodge Class would not have purchased VTech Products if VTech had 

disclosed that their PII would not be secure. 

258. Furthermore, Defendant’s actions constitute unfair acts in violation of the ICFA. 

As described throughout this complaint, VTech highlights its Learning Lodge on the VTech 

Products’ packaging, in the user manuals, and in other marketing and goes so far as to using 

purported “experts” to convince parents that the Learning Lodge Products are safe for children 

(e.g., will provide a safe computer connected environment free from questionable content and 

malicious actors). Yet, VTech failed to implement even the most basic of protections for children, 

including encryption and data isolation.   

259. Plaintiffs and members of the Learning Lodge Class were deceived by VTech’s 

misrepresentations, omissions, fraudulent conduct, and unfair behavior regarding its inadequate 
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data security policies and practices. Plaintiffs and members of the Learning Lodge Class were 

induced as a result of VTech’s unlawful conduct to purchase VTech Products and/or to provide 

their PII to VTech in registering for and using VTech’s online services, including the Learning 

Lodge. 

260. Plaintiffs and members of the Learning Lodge Class were injured by VTech’s 

conduct, which was directed towards themselves and other consumers. VTech misrepresented 

the safety of its products and services and chose not to disclose that their products and services 

were not secure, because VTech wanted to create demand for and sell these products and 

services. Had VTech disclosed the inadequacy and vulnerability of its security practices, 

Plaintiffs and members of the Learning Lodge Class either would not have purchased VTech 

Products, would have paid substantially less for the Learning Lodge Products, or would have 

never allowed their PII to be collected and used by VTech for economic gain. In this regard, the 

value of VTech Products without adequate security protections is substantially lower than the 

value of similar devices with adequate security protections. 

261. VTech also committed unlawful, unfair, and deceptive acts by violating the 

Children’s Online Privacy Protection Act (“COPPA”), 15 U.S.C. § 6501, et seq. and its 

associated regulations at 16 C.F.R. § 312.1, et seq., which restrict “the collection, use, and/or 

disclosure of personal information from and about children on the Internet” and require operators 

of websites and online services directed to children “to establish and maintain reasonable 

procedures to protect the confidentiality, security, and integrity of personal information collected 

from children.” See 15 U.S.C. § 6502. VTech’s retention and collection policies did not comply 

with COPPA, and VTech did not disclose its noncompliance to consumers (but, instead, 

marketed its Products as “kid-safe” and “secure”). VTech, as operator of websites and online 
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services directed to children, therefore failed “to establish and maintain reasonable procedures to 

protect the confidentiality, security, and integrity of personal information” collected from 

Plaintiffs and Class members. 

262. As a foreseeable, direct, and proximate result of VTech’s violation of the ICFA, 

Plaintiffs and members of the Learning Lodge Class have suffered harms and injuries, including 

monies paid for the Learning Lodge Products and services; and the denial of access to and use of 

the VTech’s online services, including the Learning Lodge.  

263. Given that tens of thousands of parents were convinced by VTech’s unfair 

marketing scheme (i.e., that its tablets provided a safe online environment for children), VTech’s 

actions offend public policy, are unethical, oppressive, and/or unscrupulous, and have caused 

substantial injury to consumers.  

264. In addition, and as a foreseeable, direct, and proximate result of VTech’s actions, 

Plaintiffs and members of the Learning Lodge Class suffered actual damages, including an 

amount equal to the difference in the fair market value of the secure products and services they 

paid for and the non-secure products and services they received. These damages also include an 

amount sufficient to compensate for the loss of use of VTech’s online services as well as the 

amount of money spent replacing non-secure VTech Products and services with secure 

alternative products and services. 

265. Plaintiffs, on behalf of themselves and the Learning Lodge Class, seek an order (a) 

requiring VTech to cease the unfair practices described herein; (b) awarding damages and 

interest in an amount to be proven at trial; (c) awarding reasonable attorneys’ fees, expenses, and 

costs to Plaintiffs and members of the Learning Lodge Class; and/or (d) requiring VTech to 
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restore to Plaintiffs and members of the Learning Lodge Class any monies acquired by means of 

unfair competition (restitution). 

266. VTech’s fraudulent and deceptive acts were the result of VTech’s reckless 

conduct and/or reckless indifference to the interest of others. Accordingly, an award of punitive 

damages is appropriate. 

267. In the alternative, if the ICFA does not apply to all claims, each Plaintiff alleged a 

violation under the law of his or her home state. 

Unjust Enrichment 
On behalf of Plaintiffs and the Classes 

 
268. Plaintiffs reallege and incorporate by reference the allegations contained in each 

of the preceding paragraphs as if fully set forth herein.  

269. Plaintiffs and the members of the Classes conferred a benefit on to Defendant 

when they purchased Kid Connect and Learning Lodge Products. Defendant engaged in years 

long marketing campaign to convince parents, grandparents, and others to trust the VTech brand. 

And, as a result, Defendant became the leading provider of internet connected and interactive 

devices designed for children and profited therefrom. That is, parents, grandparents and others 

(i.e., members of the Kid Connect and Learning Lodge Classes) chose VTech over other brands 

because of its marketing, and the users of those products entrusted their personal information and 

communications to Defendant. 

270. Defendant appreciates and/or has knowledge of such benefit. Defendant knew that 

parents, grandparents, and others in the market for internet connected and interactive devices are 

concerned about young children’s privacy 

271. Yet, the Data Breach described herein demonstrates that Defendant has unjustly 

received and retained a benefit as a result of its conduct. While Defendant was making outward 
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representations and claims designed to convince parents, grandparents, and others that it 

provided a “safe” computing experience for children, Defendant failed to implement even the 

most basic of cyber and data security protections. 

272. Principles of equity and good conscience require VTech to return the purchase 

price of the Kid Connect and Learning Lodge Products to Plaintiffs and the Kid Connect and 

Learning Lodge Classes. 

273. In addition, principles of equity and good conscience require VTech to distribute 

the profit it unfairly gained from its disinvestment in cybersecurity. That is, Plaintiffs and 

members of the Classes ask the Court to compel VTech to distribute the money that it should 

have spent (but did not actually spend) on cybersecurity protections to the members of the 

Classes (i.e., the money it would have cost for VTech to comply with industry standards).  

274. Finally, Plaintiffs and members of the Classes seek disgorgement and restitution 

of any money received by Defendant as a result of the conduct alleged herein.  

PRAYER FOR RELIEF 

275. Plaintiffs, on behalf of themselves and the proposed Kid Connect Class and the 

Learning Lodge Class, respectfully request that the Court: 

A. Certify this case as a class action, appoint Plaintiffs as representatives of 

the Kid Connect Class and the Learning Lodge Class, and appoint Plaintiffs’ counsel to represent 

the Classes;  

B. Conclude that VTech breached its duty to safeguard and protect the PII of 

Plaintiffs and Class members that was compromised in the Data Breach; 

C. Conclude that VTech’s actions, as described herein, constitute (i) breach 

of contract; (ii) breach of the implied warranty of merchantability; (iii) violation of the Illinois 
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Consumer Fraud and Deceptive Business Practices Act, 815 ILCS § 505/1, et seq.; and (iv) 

unjust enrichment.  

D. Award Plaintiffs and members of the Classes appropriate relief, including 

actual and statutory damages, restitution, and disgorgement, in an amount to be determined at 

trial; 

E. Award civil penalties and punitive damages as may be appropriate, in an 

amount to be determined at trial; 

F. Award equitable, injunctive, and declaratory relief as may be appropriate, 

including an Order which includes (i) prohibiting VTech from engaging in the wrongful and 

unlawful acts described herein; and (ii) requiring VTech to implement and maintain adequate 

security practices and procedures, in accordance with industry standards, to ensure the security 

of the PII of Plaintiffs and members of the Classes that is in the possession of VTech; 

G. Award all costs, including experts’ fees, attorneys’ fees, and the costs of 

prosecuting this action; 

H. Award pre-judgment and post-judgment interest, as prescribed by law; and 

I. Grant additional legal or equitable relief as this Court may find just and 

proper. 

JURY TRIAL DEMANDED 

276. Plaintiffs hereby demand a trial by jury on all issues so triable. 

Dated: August 17, 2017 

Respectfully submitted, 

/s/ Jay Edelson   
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CERTIFICATE OF SERVICE 

I hereby certify that a copy of the foregoing was filed using this Court’s CM/ECF service, 

which will send notification of such filing to all counsel of record in consolidated case number 

15-cv-10889 on August 17, 2017. 

/s/ Jay Edelson   
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